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NMath LLAroB K o6ecnevyeHmIo
6e30nacCHOCTU BCTPAUBAEMbIX

cucTem

B coBpeMeHHbIX ycnoBusx pacTyLuei CBI3HOCTHU BbIYMCIMUTENbHBIX YCTPOMCTB Npobnema
MHPOPMALMOHHOM HE30MACHOCTM BBIXOAMT HO OAMH YPOBeHb ¢ npobnemon cnoxHoctu MO.
CraTbs onuceiBaeT nsTb WAros no obecneyeHnio MHGOPMALMOHHOM BesonacHoCcTH
BCTPOMBAEMBIX CUCTEM C YYETOM BCEX CTAAMM MX XM3HEHHOTO LMKNa —

OT NPOEKTUPOBAHMS A0 PA3PABOTKM, TECTUPOBAHMS, PA3BEPTLIBAHMS M 0BCNYXMBAHMS.

MEPBLIA «3BOHOYEKY»

2010 rox 03HaAMEHOBAJICS TIEPBBIM «Uep-
CITOCOOHBIM BHEIPSITHCSI B TPO-
MBIIIJICHHYI0 UHGPACTPYKTYPY U MO3BO-
JIITH B3IOMIIUKY TI€PEXBATHIBATH YIIPAB-

BEM»,

JIeHWEe KPUTUYECKUMU CHUCTeMaMu, —
Stuxnet. OH ObIT pa3paboTaH IUIsT aTakKu
Ha UeHTpUdyTH, UCTIOTb3yeMble B SIIepP-
Holl mporpamme Upana, u orépocun pa-
OOTHI 11O TIPOTPaMMe TIPEIITOIOKUTETHHO
Ha HECKOJIBKO JIET Ha3al. Stuxnet oGraman
CITOCOOHOCTBIO BHEAPSITHCS B MIPOTPaM-
MUpyeMble JIOTUYECKUE KOHTPOJIIEPHI
(IJIK) n ycraHaBnuBaTh Ha HUX BPEIO-
HOCHBIN KOJ, OTKJIIOUYAIOIIUIA 3alIUTHBIE
OJIOKMPOBKY U BBIBOMSIIIUI TIEHTPUDYTY
13 6€30IMacHOTO pexkuMa BpalleHUsI.

JIns1 ompene€HHBIX KJIACCOB BCTpaM-
BaeMbBIX CUCTEM TpobIemMa 6€301MacHOCTH
He HOBA, B YaCTHOCTU, MH(POPMALIMOHHAS
0e30TacHOCTh BCerJa CTaBUIACh BO TIaBY
yIJia mpu pa3paboTke 0OOPOHHBIX U TIpa-
BUTEJIBCTBEHHBIX cucTeM. OmHAaKO Hau-
0OJIbLIYIO aKTyaJIbHOCTb Mpobiiema 6e3-
OTMACHOCTH ceifuyac TpeACTaBiIsieT st
KOMMEPYECKUX CHUCTEM YIpPaBIEHUS U
KPUTUYECKUX BCTPAUBAEMbIX CICTEM, pa-
0oTaloIMX B COCTaBe PA3IMUHBIX MH(Dpa-
ctpyktyp. [locTosiHHO yBeMUMBaIomIas-
CsI CTETeHb MHTETPAIlu KOMMEePUYEeCKUX
BCTPAMBaEMBbIX CHCTEM C HACTOJIbHBIMU U
MOOUJIbHBIMU BBIYMCIUTEIbHBIMY TIJTAT-
dbopmamu, UaTepuerom, ob6IauHBIMU ap-
XUTEKTYpaMHU U T.N. BCE OoJiee OOHaXaeT

HecrocoObHocTh Kinaccuyeckux [TJIK mpo-
TUBOCTOSITh CETEBBIM BTOPXKEHUSIM, TaK
KakK TIpY X MTPOEKTUPOBAHUY TIPEITOIa-
rajloch, YTO U30JIMPOBAHHAS CETh CUCTe-
MBI yIipaBieHUs1 6e30TacHa 1Mo yMoJrya-
HUIO. Stuxnet pa3BesuT 3TOT Mub, TIPojie-
MOHCTPUPOBAB CIIOCOOHOCTH BTOPTAaThCS
B M30JIMPOBAHHBIE CETU CUCTEM YIpaBJie-
HUS 4epe3 MOAKIIoYaeMble K HUM KOM-
MbIOTepbl. MHOTHE COBpPeMEHHbBIE CeTe-
BbI€ YTPO3bI SBJSIOTCS €1IE Oosiee U301Ll-
PEHHBIMU U MOTYT UCXOIUTH B TOM YHCIIE
U3 KOCBEHHBIX MCTOYHUKOB, 3aCTaBIISIS
pa3paboOTINKOB BCTPAMBAEMBIX CHUCTEM
YUUTBIBATD BCE OOJTbIIIEE KOIMUECTBO TPe-
0OBaHUIT K 6€30ITaCHOCTHA B CBOUX IPO-
TTYKTax.

(B anarnmiickom s13bike 1Sl 0003HAUE-
HUST 0E30TIaCHOCTH WCIONB3YIOTCS IBa
TepMuHa — “safety” m “security”, uMmero-
1I[Me COBEPILIEHHO Pa3HbIil CMBICT. YTOOBI
HUCKJTIOUYNTH HEOMHO3HAYHOCTH, B HACTOSI-
1eM TIepeBOie TS Pa3neIeHusT ITUX T0-
HSITUW MCTIONB3YIOTCSI TEPMUHBI «(DYHK-
LIMOHATbHAS 0€30TTACHOCTh» U «MH(OpMa-
LIMOHHAsT 0e30TIaCHOCTh» COOTBETCTBEH-
Ho. — [lpum. nep.)

B NOUCKAX 30J1I0TOM
CEPEAMHDbI

B mocnennee BpeMst nHbOpPMAIMOH-
Hasi 6e30TacHOCTbh BCTPauBaeMbIX CU-
CTeM Tepenuia B pa3psn 00513aTebHbIX
(must-have) TpeboBaHuili. OMHAKO POCT

00béMa TpeOOBAaHUI YyBEJIUUYUBAECT TPY-
JNOEMKOCTb pa3pabOTKM, a 3HAUUT, U €€
crouMocTb. K ToMy ke orpoMHO€ 4uciio
MOTEHUUAJIbHO YS3BUMBIX BCTpauBae-
MBIX CUCTEM, OCHOBAaHHBIX Ha yCTapeB-
LIUX CTpaTerusx Oe30MacHOCTHU, YXKe
IAaBHO Pa3BEPHYTHI U SKCIyaTUPYIOTCS
B COBPEMEHHOU TECHO CBSI3aHHOI ceTe-
Boii cpene. [lorpebHOCTU B moaaepxkke
00JJayHBbIX BBIYUCJIECHUN YBEIUYUBAKOT
CTEIEeHb CBI3HOCTU YCTPOUCTB, TEM Ca-
MBIM elé 0oJsiee YCIOXKHSS CUTYaLUIO,
TakK KaK He3allUUIEHHbIE YCTPOWCTBAa B
COCTaBe CETU MPEACTABISIOT CO0O0M Mo-
TEHLIMAJIbHbIE TOYKHU ATAKHU.

Mexny pa3ivnyHbIMU acnieKTaMu Ou3-
Hec-TpeOOBaHUIM K YCTPOMCTBY — (PYHK-
LIMOHAJIbHOCTBIO, TPOU3BOAUTEbHOCTBIO,
CTOUMOCTBIO, 0€30MaCHOCTbIO U T.M. —
JIOJKEH COOJII0AThC Pa3yMHbIi 6aaHc,
MPUYEM Ha KaXIOM BEPTUKAJIBHOM PbIH-
K€ OH MOXET ObITb pa3HbIM. besomac-
HOCTb — BaXKHbIIi KOMITOHEHT MHOTUX CH-
CTeM; OIHAKO obecrneyeHre 0e30MacHOCTU
He I0JKHO CTaBUTh MOJI yTPO3Y CPOKHU TO-
CTaBKM WY OIOIXeT IpoekTa. bezonacHo-
CTU YaCTO YAEJSIETCS HEAOCTATOUHO BHU-
MaHWUs$ B IIpoLiecce pa3paboTKU YyCTPONCTB,
TaK KaK OHa CYUTAETCS 4YeM-TO MOApasy-
MEBAIOLIMMCS, & HE OTJIMYUTEIBHON 0CO-
OEHHOCTBIO.

[1pu pa3paboTke 6e301acHOro ycTpoii-
CTBa CJIeAyeT MpPeABapUTEIbHO OLEHUTH
TaKhe MOMEHTBI:
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OB3OP/BCTPAMBAEMI>IE CUCTEMBI

® CTeTeHb BAXKHOCTH aCTIEKTOB MIPOIYKTa,
MPeabSBISIOIINX TpeOOBaHUS K 0e3-
OTIACHOCTU;

@ cpejy 9KCIUTyaTalluy 1 e€ Tiperoiarae-
MYIO CTETIeHb MOABEPKEHHOCTU YTPO-
3aMm;

® Mepbl, KOTOpble HEOOXOIUMO TIPUHSITH
IJIST 3aIIUTHl BBIOPAHHBIX aCMEeKTOB U
MUHUMU3ALNH yTPO3.

WubiMu cioBamu, cienyeT onpeaeanThb
TpeOyeMbIil ypOBEeHb Oe301TaCHOCTH, alleK-
BaTHBIN XapaKTepy YCTPOICTBA, €To 1eje-
BOMY PBIHKY W COOTBETCTBYIOIE cpere
skcrutyataiu. ObecrnedeHne 6e30macHo-
CTU — HETPEePHIBHBIN MPOIIECC, OXBATHI-
BAIOIINIA BECh XKU3HEHHBIH IINKJIT IIPOIYK-
Ta, OT MPOEKTUPOBAHUS IO BHIBOJA U3 DKC-
wryatanuu. [ranHupoBanue u GrOmIKeTH-
poBaHue paboT 1o obecreueHuIo GyHK-
LMOHANbHOW M MHMOpPMALIMOHHO 0e3-
OTIACHOCTU Ha TIPOTSDKEHUU BCETO XKU3-
HEHHOTO UK TIPOAYKIINY, a TAaKXKe 3a-
muTa e€ OT BOBMOXHBIX OyIyIIuX yrpo3
SIBJISTIOTCSI BAXKHBIMU W HEOTHEMJIEMBIMU
YacTsSIMU TIpoIiecca pa3paboTKH.

BcTpanBaeMble cucTeMBbl TPATUITMOHHO
SKCTUTYaTUPOBATIUCH B OTHOCUTETHHO U30-
JINPOBAaHHBIX CPeax, BCJISACTBIE YeTO ObI-
JIA 3alUIIEHBl OT IIUPOKOTO CIEKTpa
yrpo3 aBToMatuuecku. CoOBpeMeHHBIE
YCTPOKCTBA, OJHAKO, YACTO OBIBAIOT IO/~
KJTIOUEHBI K KOPITOPATUBHBIM CETSIM, BBI-
YUCTUTENIbHBIM 00J1aKaM, a TO U Harpsi-
myto K MatepHety. OG0OpOHHBIE U pa3Be-
QbIBATETbHBIE CETH TAKXKE Pa3BUBAIOTCS B
CTOPOHY HMCIIOJIb30BaHUS 00JIAaKOB U MO-
OMIBHBIX TIaTGOPM (CMapTHOHOB U T.I1.),
COXPAaHSIS TIPU ATOM KECTKUE TPeOOBaHUS
K ntoMeHaM Oe3oracHoctu. Beceoobemitio-
11251 CBSI3HOCTH CYJTUT CYIIIECTBEHHBII BbI-
WUTPHITI B GYHKIIMOHATHHOCTHU U yIOOCTBE
WCTIOIb30BaHMS, OMHAKO, KaK YK€ YITOMU-
HaJIOCh, TaKXe NeIaeT yCTpolicTBa Ooee
TOABEPXKEHHBIMY BHEIITHUM aTaKaM.

E1ué HenaBHO Ge30macHOCTb ObLiIa gaje-
KO HE OCHOBHBIM aCTMeKTOM BCTPAUBAEMBIX
TPOEKTOB; OTHAKO HACTYTIAIOIIAsI 9Pa CBSI-
3aHHBIX YCTPOMCTB BBHIBOIUT €€ B pa3psin
TIepBOOYEPENHBIX CUCTEMHBIX TpeboBa-
Huit. YacTo mosyyanioch Tak, 4TO amma-
paTHOE ¥ MPOTPaMMHOE OOecTieYeHIE CH-
CTeM TIPeIbIAYIINX TTOKOJIEHUI OBUTO pa3-
paboraHo 6e3 yuyéta TpeOoBaHUIl K Oe3-
OTIACHOCTY KOMMYHUKAIII U HE COomep-
JKaJI0 HeOOXOMUMBIX KOMITOHEHTOB: MEX-
CETeBBIX OKPAHOB, CUCTEM TPeIOTBpallle-
HUS BTOpXeHUsT U T.IT1. K ToMy ke ObL10 Obl
OTIPOMETUYMBO TPEATONIAraTh, 4YTO CETEBAasI
cpena MOXeT OBITh U30JIMPOBAHHOMN U 3a-

LIUIIEHHOM, 1A U MPeICcKa3aTh, KaK MMEH-
HO YCTPOIICTBA B PE3yJIbTaTe OKaXYTCSI CO-
eIMHEHBI U KAKOE BIIUSTHUAE OKAXKYT HAa HUX
Oyayllue YCTPOMCTBA, TOXKE HEJIb3sL.
Camblit 3 (peKTUBHBIN ITyTh 00ecIIeue-
HUsI pa3yMHOTO OajtaHca MexX1y (pyHKIMO-
HaJIbHOCTBIO U 0€30MaCHOCThIO YCTPOIi-
CTBa — OMPEIE/ISITh U PAHXKUPOBATh TPEGO-
BaHMSI K 0€30MacCHOCTM H3HAYaJIbHO B
KOHTEKCTE BCEW CUCTEMbI M CPEIlbl IKC-
IIyaTaluu, BKJIovast ceTeByo cpey. [Tpu
3TOM 4eM Ha 0oJjiee paHHe# cTaauu Ku3-
HEHHOTO I[MKJIa HAauHETCS 3TOT Tpoliece,
TeM 3(pdeKTrBHEEe OH OymeT paboTath.

BonbIIMHCTBO BCTpamBaeMBbIX CUCTEM
OTJIMYAIOTCST OT KOPITOPATUBHBIX TEM, UTO
OHU HETIOCPEJCTBEHHO YIPABIISIIOT TIPO-
1eccaMu 1 000pyIOBaHNMEM, BXOISIINM B
cocTaB KioueBoil nHdpacTpyKtypel. C
TOYKU 3pEeHUsT 0e30MMacHOCTU OCHOBHAS
rpobJemMa 3aKJII0YaeTcsl B TOM, 4TO 3710-
YMBITIUTEHHUK TIOTEHIIUATHLHO MOXKET ya-
JIEHHO TIOMYYUTh KOHTPOJb HaJ YIpaB-
JITIOIIMMY YCTPOUCTBAMU U JIMOO OTKITIO-
YUTh WX, JTUOO 3aCTaBUTh UX BECTU CeOS
HEeTIPaBUJIBLHO, B XYIIIIEM CITydae TIPUBOJIS
K OTKa3aM 1 (GU3MIECKIM MTOBPEXKICHUSIM.

B xopriopaTuBHBIX cCUCTEMAaX MepHI Oe3-
OTIACHOCTH TIPEUMYIIIECTBEHHO OPUEHTH-
pOBaHBI Ha TIPEIOTBpAIIEHNE HECAHKITNO-
HUPOBAHHOTO MOCTyNa K KOH(UAEHIIN-
ampHOU wuHbopmauun. OpHAKO IS
BCTPaMBaeMBbIX CHICTEM HEOOXOIUMO 0bec-
MeYNBaTh HE TOJIBKO 3AIIUTY XPAHUMBIX 1
repenaBaeMblX TaHHBIX, HO U KOPPEKT-
HOCTb 1 6€30TacHOCTD NX PYHKIIMOHUPO-
BaHus. TepMuH «KnOepOE30MaCHOCTb»
ené OTHOCUTEIHHO MOJIOI W YacTO WC-
MOJTh3yeTCsl KAK CAHOHUM TepMUHA «WH-
popmarmonHas 6e3omacHocTh» (informa-
tion assurance), ogHaKo y MH(opMaluoH-
HOIt 0e30macHOCTH eCTb (opMabHOE
oTpesiesieHe — «COBOKYITHOCTb Mep, Ha-
TpaBJIEHHBIX HA OXPaHy U 3aIUTy UHGHOP-
Manuu U WHOOPMAIIMOHHBIX CUCTEM TTy-
TEM 00ecTIeYeHNsT X TOTOBHOCTH, 11e7I0CT-
HOCTH, KOH(PUIEHIINATHHOCTH, TOCTOBEP-
HOCTM W aBTOPU30BAHHOCTU NOCTyMNa K
Hum» [1]. TepmuH «kn6ep06e30MmacHOCTb»
OOBIYHO HCTIOJIb3YyeTCd B Oosiee 001IEM
CMBICJIE W OTIPEEeNISIETCSI B CIOBAPSIX KakK
COBOKYITHOCTb Mep, TPEeIIPUHUMAEMbIX
UTSI 3a1ITUTHI KOMITBIOTEPOB WJI BBIYMCITU -
TEJIBHBIX CUCTEM OT HECAaHKIIMOHUPOBAH-
HOTO JIOCTyTIa WK aTaku. B pamkax maH-
HOU CcTaTbhu (a TaKKe B COOTBETCTBUU C
TeM, B KaKOM KOHTEKCTE 3TOT TepMHH
yIoTpeOsieTcss B UHAYCTPUU BCTpanuBae-

MBIX CHCTEM) KHOepOe30macHOCThIO Ha3bI-
BaeTCs 3alluTa BCTPAUBAEMOTO YCTPOU-
CTBa OT aTak C LEeIbI0 00ECIeYeHUs ero
KOPPEKTHOTO M 0e30MacHOro (pyHKIINO-
HUPOBAHUS B COOTBETCTBYIOIIEH cpene
TPY OMHOBPEMEHHO 3a1nTe KOH(pUIeH-
nranbHOM nHdOpMannu (eciu TakoBast
MPUCYTCTBYET).

s pa3pabOTYMKOB CUCTEM MH(pOpMa-
LIMOHHOI 0€30T1TaCHOCTY OCHOBHOI 3a/1a-
4eil B 9TOM CMBICIIE SIBJISIETCS 3aluTa TaH-
HBIX, KOTOPBIE YCTPOUCTBO XPAHUT U TTepe-
naéT. OOBIYHO AT JaHHBIE SIBJISTIOTCST KOH-
uneHIMaNbHBIMY, 2 BOOOPOHHBIX U TIpa-
BUTEIbCTBEHHBIX TPWIOKEHUSIX MOTYT
MOATNANaTh TIOA Tpud CEeKPEeTHOCTH.
BcTpanBaemoe ycTpoiicTBO TOIKHO OBITh
pa3paboTaHo TaKMM 0Opa3oM, YTOOBI IO
BO3MOXKHOCTH 3aTPyIHUTH K cebe TOCTym
MMOTEHIIUATLHOMY 3JI0YMBIIIUIEHHUKY, Ta-
KM 00pa3oM MOAepKUBast EITOCTHOCTh
XpaHUMBIX U TIepefaBaeMbIX TaHHbBIX. Cu-
cTeMa 3allUThl TIPU 3TOM JTOJKHA OBITh
CITIOCOOHOI CTIPABUTHCS C IMUPOKUM CIEK-
TPOM Pa3TUIHBIX YTPO3 — OT CETEBBIX aTaK
110 GU3NIECKOTO TOCTYTIA.

Hukakoit mpou3BoguTenb He XO4YeT,
YTOOBI €T0 YCTPOICTBA MOXKHO OBLIO JIeT-
KO BBIBECTU U3 CTPOS WIN MOXUTUTH U3
HUX KOHUACHIMATbHbIE TaHHbIe. MHO-
T KJIacChl YCTPOMCTB HE TIOAPa3yMeBaloT
paboTy ¢ KOHGUAEHIINATHHBIMU JAHHBIMU
BOOOIIIE; OMHAKO KOPPEKTHOCTh M 0e3-
OTMACHOCTh MX (PYHKIMOHWUPOBAHUS SIB-
JIsIeTcs IepBooUepeIHoif 3anaveii. [1o me-
pe pa3BUTHSI MeXMaIIUHHBIX (M2M) Kom-
MYyHUKaIWil B ”HOPACTPYKType («yMHBIE»
CeTH 2HEPTrOCHAOXEeHUsT, 00TauHbIe BBI-
YUCTTUTENIbHBIE CTPYKTYPHI U T.IT.) TpeOOo-
BaHUs K 0€30MMacHOCTH BCTPAMBaEMBbIX
YCTPOUCTB TIEPEXOMST B pa3psia KpUTHIE-
CKUX.

PazpaboTunkaM BCTpanBaeMBbIX CUCTEM
MPU PElIeHUH BOIMPOCOB OE30TTaCHOCTHU
cJIeyeT UMEThb B BUY TISITh OCHOBHBIX I11a-
roB (puc. 1). OmuceiBaemast cxema He SIB-
JISIETCSI TOTOBO METOOJIOTHEl, HO CKopee
Mpu3BaHa OOPUCOBATh TMONIXOM, TMO3BO-
JISTIONINET CMOTPETh Ha obecriedeHune 6e3-
OTMACHOCTU KaK Ha TMOCJIeN0BaTeTbHOCTh
peleHuii, MPUHUMAEeMbIX Ha Pa3TMIHbBIX
CTaaUsIX UKIIA pa3pabOTKY MPOIYKTa.

LWar 1: oueHka yrpos

IloBrIlIeHME 6E30ITaCHOCTI BCTpaunBac-
MOTIo YCTpOﬁCTBa Ha4YMHAaCETCA C UACHTU-
(GUKaY MOTEHIIUATBHBIX YTPO3. YTPO3bl
CJICAYyET OLCHUBATb B KOHTEKCTE IIPO-

CTA3/2013

www.cta.ru

15



16

OE3OP/BCTPAMBAEMbIE CHUCTEMBI

Mpopa6otka Bbi6op 6e3onacHoil 06ecneyenne Liukn
6e3onacHoit nporpamMmHoi 6esonacHocTi pa3pa6oTku u
Ouenka yrpo3 apXUTEKTYPbI nnardopmbl NPUAOKEHUH MHCTPYMEHTapHil
BcecTopoHHAs OLeHKa N3onsaums Ceptucpnumpyembie Benble cnncku CpenacTsa aHann3a koga
6esonacHocT (DYHKUMOHAMbHbIX 6I0KOB nnatchopmbl OLeHKa penyTauum CpeacTBa CUMYTIALMN aTak
CTpOACTBA 0C, runepsu3o
JaL Wcnonbsosatine ( peusop) FCIOEEVKOS Cpe/cTBa aBTOMATU3MPOBAHHOTO
6€30MacHbIX KOMMNOHEHTOB Ceptucbuumpyemoe/

6esonacHoe cessyroLee M0

Puc. 1. NaTb waros K o6ecneyeHunto 6e30nacCHOCTH BCTPaMBAEMbIX CUCTEM

U3BOJUTENIST yCTPOCTBA, OTIEpaTOPOB (ec-
JIU OHU TIPETYCMOTPEHBI) M KOHEUYHBIX
MoJib30BaTeield (BKJII0Yasi COOTBETCTBYIO-
LIYI0 Cpeay AKCIUTyaTallun) U OMUCHIBATh
B BUJE Map TaK Ha3bIBAEMBIX 8eKMOPO8
amaku (TO eCTb CITOCOOOB OCYIIIECTBICHUSI
aTaKu) U 9KCIUTyaTUPYEMbIX UMU YA36UMO-
cmeil (TO €CThb He3alUIIEHHOCTEH WU
c00€B B MPOrPaMMHOM WJIM allllapaTHOM
00ecreyeHnuu, MO3BOJISIOIINX aTaKe 10-
CTUTHYTH 1ienn). B kauectBe mpumepa
BEKTOpa aTaKyd MOXHO MPUBECTU KaOeib-
Hoe Ethernet-coennHeHue u penocTaB-
JIsieMbl€ Yepe3 Hero TUIIOBbIE CEPBUCHI Ha-
nonooue HTTP, FTP, SSH wiu otnamou-
HbIX areHToB. [IpuMepom ys3BUMOCTHU
MOXET CJIYXUTb CIULIKOM MPOCTON WU
YCTAHOBJICHHBII MO yMOJYaHUIO MMapOJb,
WK OIIMOKA KOAUPOBaHUS (HANpUMeEp,
OTCYTCTBUE MPOBEPOK MEPEIIOTHEHUS CTe-
Ka), WM JaXKe KOHIIETTyaTbHasl omnoKa
MMPOEKTUPOBaHUS (HApumep, HEKOP-
PEeKTHas OCJIe0BATEIbHOCTh HAUaIbHOM
3arpy3ku). Camast TpyaHast 9acTb 37eCh —
3TO MpeackKa3aTb U MPefoTBPaTUTh BCe
BO3MOXHbIE BEKTOPBI aTaKU U YSI3BUMO-
CTU 3apaHee.

YTOOBI OLIEHKA MpUHECa IUIOAbI, He-
00X01MMO IPOAHATU3UPOBATh YCTPOICTBO
B OYEHb LIMPOKOM CIIEKTPE MOTEHLIUAIb-
HBIX YTp03. MHOXECTBO peajIbHbIX COBPE-
MEHHBIX YTPO3 BO3HUKJIIO U3 MPEAIOI0XKE-
HUS, YTO YCTPOMCTBO MPOCTO HE MOXET
KCTIOJIb30BAaThCSl TEM WJIM UHBIM CIIOCO-
60oM. Stuxnet, B 4YaCTHOCTH, aTaKOBaj
[JIK, pacnoyioxxeHHbIEe B 0Ol ceTu ¢
UHOUIIMPOBAHHBIMA  HACTOJMBHBIMU U
MOPTAaTUBHBIMU KOoMITbIoTepamu. OmHaKO
JIaXKe YYUTBIBASI, UTO TaKasl CETh U3HAYAJIb-
HO HE MOAKJI0oYeHa K IHTepHeTy, BIIOJIHE
BEPOSATHO, YTO K HEl MHOTAAa OyAyT MO~
KJII0YaTbCs JAUArHOCTUYECKUE WU WH-
CTpYMEHTaJlbHbIe KOMIIbIOTEPBL. [lpu
OLIEHKE YIpO3 BaXXHO paccMaTpUBaTh HE
TOJILKO CAMU YCTPOMCTBA, HO U BHELIHIOIO
cpely, B YaCTHOCTH, OMIEPAaTOPOB U KOHEY-
HBIX MTOJIb30BATEJICH.

B mpotiecce otieHKM yrpo3 AJIsT BCTpau-
BaeMOTO YCTPOICTBa HEOOXOIUMO ClIeIaTh
KaK MUHMMYM CJIeayIollee.

o [IpoussecTu noJHbI AaHAIN3 KU3HEHHO-
ro UMKJIA NPOIAYKTA, IPU 3TOM HE0OX0-
QMO y9eCThb KaK pa3paboTINKOB, TaK 1
WM3TOTOBUTENEH, TUCTPUOBIOTOPOB, TIO-
CTaBIIUKOB M KOHEYHBIX TMOJIb30BaTE-
JIelt, YTOOBI TIOJYYUTh IMOTHYIO KapTUHY
UX BIUSIHUA Ha Oe3omacHocTb. Heobxo-
IVMO TaKXe OIEHUTb MPUOPUTET KU-
0ep0Oe30IMacHOCTH 1 3alUThl UH(pOpMa-
LIVY TSI TAaHHOTO YCTPOMCTBA.

© OmnpeneauTs M ONUCATH BCE BO3MOXKHbBIE
BXOJIHbIE TOYKH ATAKHU, [IPU ITOM He CJie-
QIyeT 3al[MKJINBATHCSI HA CETEBOM JOCTY-
T1e, TaK KaK CYIIECTBYIOT U APYTUE Bapy-
aHTBI, HaTpuMep, (PU3NMIECKUi TOCTYT
yepe3 USB unm mociemoBaTeIbHBIC
moptel. Koraa BXomgHbIe TOYKM OTpese-
JIEHBI, Hy>KHO OIIEHUTbH YSI3BUMOCTH JIJIST
KaXXIoi 13 HUX. 3alIUIICHO JIU YCTPOii-
ctBO oT ataku yepe3 TCP-mmopt 80? Uc-
TIOJTB3YeTCsT JT1 MexkceTeBol akpaH? Ec-
mm HeT, Kakue moptel TCP/UDP ot-
KPBITBI? AHAJIOTUYHO /15T PU3MUECKOTO
JOCTYTIA: TIOAZIePKIBAET JIN YCTPONCTBO
3arpy3ky ¢ BHemrHero USB-HocuTens?
Heob6xomnm Takke aHAIM3 BO3MOXKHBIX
KOMOUHAayUil BXOOHBIX TOUEK.

@ Iloctpouts matpuny puckoB. [Tockonb-
KY BO3MOKHBIX BAPMAHTOB aTaKW MOXKET
OBITH MHOXECTBO, TPeOyeTCsT OLIeHKA Be-
POSITHOCTH aTaKH IO KaxKIOMy KaHay 1
BO3MOKHOTO YPOHA OT TaKOM aTakKwu.

@ PaspaGoraTh cTpaTermio CoKpamieHus
PHCKOB, UCXOJISI U3 3aMaHHBIX TIPUOPU-
TeToB. Hampumep, BHIMTPHITITHOM cTpa-
Terneit MoxeT ObITh pa30UeHNe CUCTe-
MBI Ha pa3febl C Pa3HBIMU YPOBHSIMU
6e3omacHocTu. B psme cmydaes 310 Mo-
JKET BECTH K YCIOXKHEHUIO apXUTEKTYy-
DBI, OTHAKO 3Ta CTPATETUSI OKYITAeTCs 3a
CUET YMEHbIIEHUST 00bEéMa TeCTUPOBA-
HUS U COKPAIIEHUST CTOUMOCTH OOHOB-
JIeHUsI Ha 6oJiee TTO3MHUX CTaaUsIX K13~
HEHHOTO IIUKJIA.

TecTupoBaHua

©® Co31aTh TeXHHYECKYI0 crienu(uKanuio,
BKJIIOYAIOMIYIO B ce0s1 TpeOoBaHus K 0e3-
OMACHOCTHU, IIOJYYEHHBIE Ha OCHOBE
MPeAbITYIINX AeHCTBUI. DTO paBHO-
MpaBHAas YacTh Mpoliecca pa3padoTKu,
HO €€ cllelyeT paCLleHMBaTh KaK BbICO-
KorpuoputeTHyto. [11aH pabot no npo-
E€KTUPOBAHUIO, pa3paboTKe, TECTUPOBA-
HUIO U COMPOBOXIEHUIO CPEACTB 0e3-
OIMACHOCTHU JIOJIKEH CTaTh YaCcThIO O011Ie-
ro paboyero IJjaHa.

War 2: npopaboTka 6e30nacHoi
APXUTEKTYPbI

OTBeTOM Ha yCWIeHUe 3HauYeHUs 0e3-
OTACHOCTU CBSI3aHHBIX YCTPOUCTB CTaJIO
pa3BUTHE Psiia TEXHOJIOTWI U METOIO0JIO-
i pa3pabotku. OmHOI 13 BaXKHBIX ITapa-
IUTM pa3pabOTKU Oe30TTacHBIX YCTPOIICTB
SIBJISIETCST MCTIOTb30BaHNE TOTOBBIX KOM-
Mepuecknx (commercial off-the-shelf —
COTS) cucTeMHBIX KOMITOHEHTOB, KOTO-
poe T03BOJIsIeT obecreunBaTh Oe3ormac-
HOCTb, OMHOBPEMEHHO KOHTPOJUPYS 3a-
Tpathl. B kauecTBe MpruMepoB MOXKHO TTPU-
BecTH Kak ceprudummpyembie OC u cBs-
gytomee [10, Tak ¥ TeXHOJIOTUU BUPTYya-
J3aluu, pa30oueHusT Ha Pas3iesibl U BUP-
TyaJIbHbIE CPEIIbl UCTIOJTHEHNST, TIO3BOJISIIO-
e yBeJINYUTh YPOBEHb aOCTpaKINu U
pasnenieHrss KOMITOHEHTOB.

B nocnennee BpeMst HabupaeT ocoOy1o
TIOTYJIIPHOCTh BUPTYyaTu3alus, TaK Kak
OHa TTO3BOJISIET BBITIOHATH HecKobko OC
Ha oOlIelt pasnenseMoil anmnapaTHOM
maTdopme. DTo NaT MPOeKTUPOBIIUKAM
JOTIOTHUTENbHYIO TMOKOCTB, a TAK3Ke TI03-
BoJsieT 6ostee 3 HEKTUBHO MCIIONH30BAThH
BO3MOKHOCTU 000PYIOBaHUS IO CpaBHE-
HUIO ¢ Tu3aitHoM Ha 6a3e ogHoit OC. Bup-
TyaJu3aIus Takxke MPeIoCTaBIsIeT XOpOo-
IIyI0 TIOUBY ISl pacripenesieHust GyHK-
LIMOHAIBHOCTU YCTPOUCTBA TI0 HECKOJb-
KUM pa3ie€HHBIM BUPTYAIbHBIM CpeiaMm,
YTO TIO3BOJISIET Pa3BOPAYMBATH HA OMHOMU
dusnueckoit matdopme KOMIOHEHTHI C
TTOBBIIIIEHHBIMU TPEeOOBaHUIMU K HYHK-
LIMOHAJIbHOM MM UH(MOPMAaIIMOHHOM 0e3-
OTMACHOCTU U HEKPUTUYECKUE TIPIIIOXKE-

www.cta.ru

CTA3/2013



18

OE3OP/BCTPAMBAEMbIE CHUCTEMBI

Pazgen

Monb3osarensckoe Ipaduyeckuit
npUnoxexne NHTEpDErc

YnpasnstoLee
npunoxexne

Mex3anauHoe B3aumopeficTeune

Annapartypa

Puc. 2. Npumep pa36bueHus Ha pasgensbl
C Ucnonb3oBaHWeM runepsusopa

Husl. Hanpumep, B mogoOHOI BUpTYyanu-
3UpOBaHHON cpene MOXHO pasHecTn OC
peansHoTO BpemeHu (OC PB) u OC o61re-
TO HA3HAYEHUS TI0 PAa3HBIM pasaesiaM, OT-
BEYAIOIIMM 3a pAa3JIMYHbIe DJIEeMEHTHI
dynkmonansHoCTH (pHC. 2). B 3TOM CI1y-
yae BO3BMOXHBIE aTaK/ Ha YSI3BUMbBIE Me-
cra OC o01rero Ha3HAYCHUST HE CMOTYT
TOBJIUSATH HAa Pa3fies, B KOTOPOM BBITIOJN-
nsercst OC PB, — Takum o6pa3oM KpUTH-
yeckas (PyHKIIMOHAJIBHOCTh YCTPOMCTBA
OCTaHEeTCST He3aTPOHYTOM.

KoHntemnius moBTOPHO UCTIOTB3YeMbIX
KOMIIOHEHTOB MPUMEHUMA He TOJBKO K
KOy, pa3paboTaHHOMY BHYTPU OpraHu3a-
LMY U 3aT€M MHOTOKPATHO TIPUMEHSIEMO-

My B pa3TMIHBIX TIpoekTax. Ha 6osee BbI-
COKOM YPOBHE 3TO O3HAUaeT UCITOIb30Ba-
HHE TOTOBBIX MOJYJIEl, TApaHTUPOBAHHO
YIOBJIETBOPSIIONINX TPeOOBAHUSIM Kade-
cTBa 1 6€30TTaCHOCTH, a 3TO TPOBEPEHHBII
ITyTh K COKPAIIIEHUIO Ce0ECTOMMOCTH, CPO-
KOB pa3pabOTKU U IJTaBHOE — K yIIpaBJie-
HUIO prcKamMu. MHOTHEe KOMMepUYecKue
MpOTpaMMHBIE TIPOAYKTHI MPOXOIST UC-
yeprbIBalollee TECTUPOBAHUE, Baluaa-
LIWIO ¥ CePTUDUKAIINIO U MOTYT OBITh UIe-
THbHBIMU KaHIWIATAMU Ha POJTb TTOBTOP-
HO UCITOJIb3yeMbIX KOMIIOHEHTOB JUISI
YCTPOUCTB HOBOTO TOKoJIeH . Pa3pabot-
YUKW MOTYT Cpa3y HavyaTh MOJIb30BAThCS
He0o0X0aMMOoi (GPYHKITMOHATHBHOCTBIO U TO-
TOBOI CepTU(PUKATMOHHON TOKyMeHTa-
ueil, B ToO BpeMs Kak pa3pabaTbiBaTh U
TTOAIEPKUBATH BCE 3TO B paMKaxX OJHOTO
KOHKPETHOTO TIPOeKTa ObUIO GBI TOPa3no
CJIOXHEeE.

War 3: BbI6GOpP 6e30NacHOM
MPOrpammHoNn Nnarpopmbl
Br160op nmporpamMmMHOIi TTATGOPMBI TSI
BCTpPaMBaeMOIl CUCTEMBI — pelleHne
KimodeBoe. Peanmsanus cucteMbl Ha oc-
HOBE KOMITOHEHTOB, UMEIOIIUX IITATHBII
KOMIUIEKT CepTU(DUKAIMOHHON MTOKY-
MEHTaIl!, CITOCOOHA TTOBBICUTH YPOBEHB

CpeactBa pa3paboTku U TECTUPOBAHUA

CeTeBoii CTEK

OnepaumnoHHbIE CUCTEMDI
0C o6ulero HagHaveHus u/unu OC PB

CpepacTBa BUPTYyanu3auuu
[vnepBn3op unu cpeacTea ynpasneHus pasgenamm

Puc. 3. CTeK nporpaMMHbIX KOMNOHEHTOB
cpeAbl pa3paboTku U UCMONHEHUA

6e30MaCHOCTH 1 COKPATUTh 3aTPAThI; €CTh
TaKXe U JIPyTre MPerMyIecTBa UCTIOTb-
30BaHUsI KOMMEPYECKUX KOMITOHEHTOB
BMECTO pPa3pabOTaHHBIX WJIM MOPTUPO-
BaHHbIX (M MOIEPKUBACMbBIX) CAMOCTOSI-
TEJIBHO.

BoT HemonHbBIN TTepeueHb KOMMepue-
CKUX KOMITOHEHTOB TTPOTPAMMHOM TIIaT-
(opmbI, KOTOpBIE MOTYT ITOMOYb B pa3pa-
60TKE YCTPOMCTBA C MOBBIIIIEHHBIMU TPE-
0oBaHMSIMM K O6e30macHOCTH (puc. 3).
© YpoBeHb MOANEPKKH 000PYIOBAHMS.

ITporpammusie matdopmbr (OC, ru-

MEePBU30PBI U T.I.) TPEOYIOT HATUYUS

YPOBHSI MOANCPKKHU 000PYIOBaHUsI, B

COCTaB KOTOPOTO BXOMSIT JpailBephl
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KOHKPETHBIX armapaTHbIX cpencTs. [le-
pexol Ha KOMMepUecKre CPecTBa MO -
NEPXKKN 000PYIOBAHUS — CYIIECTBEH-
HBIU 1IIar Ha ITyTU BHEAPEHUS TIOBTOP-
HO WCTIOJIb3YeMbIX KOMITOHEHTOB; OJ-
HAaKO 37IeCh OYeHb BaXKHO MPABUIBHO
BbIOpaTh MocTaBIIMKOB. KomMmepue-
CKUE Cpe/ICTBa TTOIEPXKKU 000pyIoBa-
Hus (Hanpumep BSP) ontumusupona-
HBl [JIT  KOHKPETHBIX  IEJeBbIX
YCTPOMCTB, 0OecIedeHbl TeXHUIECKOH
TTOAIEPXKKOI, a B Psifie CIydyaeB elié u
CHaOXeHBI cepTUhUKAITMOHHON TOKY-
MEHTaINel, MO3BOJISIONIe UCTTOIb30-
BaTh WX B COCTaBE CHUCTEM, TpPEIb-
SIBJISTIOIIINX TTOBBIIIIEHHBIE TPEOOBAHMS
K OYHKIIMOHAIBHOM 1 MH(POPMAIIMOH-
HOIi 6€30TTaCHOCTH.

BceTpanBaembie cpencTBa BUPTYATH3AINH.
BcTpanBaembrit runepBu30p CriocobeH
obecreuynTh pa3dMeHUe CUCTEMBI Ha
pasnensl, TapajielbHOe BLITIOJTHEHUE
HeckonbkuX OC u Mmoamep:kKy MHOTO-
SITEPHBIX BEIYMCIIEHUI — BCE 9TO MTO3BO-
JISIeT TIOBLICUTD CTETIeHb UHTerpanuu. B
COYETaHUU C KOMMEPUYECKUMU Cpeii-
CTBAaMM TIOJIEPXKKN 0OOPYIOBAHMUS
BCTpamMBaeMble CPENCTBA BUPTyaan3a-
1y, obecrieueHHbIe KOMMepUYeCKUMU
MmakeTaMu CepTUDUKAIIMOHHONW MOKY-

MEHTAaIlu1, TTIOMOTAIOT OBICTpee pa3pa-

0aThIBaTh YCTPOUCTBA, TpeOyIoIINe pea-

JU3alUM HECKOJIbKUX YpOBHe#l 0e3-

OIMACHOCTU OJTHOBPEMEHHO.

OC peanbHOT0O BpeMeHH.

BCTPaMBaeMble CUCTEMBI TIPEIbSIBISIIOT

KECTKME TpeOOBaHUS K PeCypCOEMKO-

CTU W BPEMEHHBIM XapaKTepPUCTUKAM

I10, a Takxe TpeOyIOT cepTUhUKAITAN

110 Pa3IMIHBIM CTaHIApTaM (yHKIIHO-

HaJIbHOI/MHMOPMAIIMOHHOM 6e301ac-

Hoctu. XopomnM GyHIAMEHTOM [Tt

Takux npuioxenuit oymet OC peaqbHO-

ro BpemeHu (OC PB). (O6béM koma OC

PB 00bIYHO 3HAUUTEIBHO MEHBILIE, YEM

00beM Koma OC o61iero Ha3HAYEHUS,

moatomy ceprudukamnus OC PB o6xo-

TIUTCSI CYIIECTBEHHO netienie. — [lpum.

nep.). I1pu Bei6ope OC PB crnenyer 06-

paTuTh 0c000e BHUMaHUE Ha CIEAyIO-

1ee.

— Be3onacHoctb KOHGUrypamuu no ymo.-
yanuw. fBnsiercs au 6e30nacHou
koHpurypamus OC PB mo ymonua-
HUIO (HaTIpUMep, OTKITIOUYEHBI JI BTO-
pOCTETIeHHBbIE CEPBUCHI, 3aKPBITHI JTN
CeTeBbIC ITOPTHI U T.I1.)?

— Be3omacHOCTh KOMMYHHKALIMOHHBIX
cpenct. [lomgnepxusaer tu OC PB
CEPBUCHI, peayn3yIonie CTaHIaPThI

MHorue

3alIUIIEHHBIX KOMMYyHUKauii? Co-
nepxut 11 OC PB xpunrorpadude-
ckue cpencrtBa? [lo3Bonser nu cete-
Boii ctek OC PB ucmnoab3oBath 6€3-
OTIaCHBIE COKETHI, BUPTYaTbHBIE YaCT-
nele cetr (VPN), IPSec u T.mm.?

— Ceprudmkanus. Ecto nmu 1ns nanHoi
OC PB ceptudukaiimoOHHbIE TTAKEThI
10 CTaHAapTaM 0e30TMacHOCTH, TIPU-
MEHUMBIM K TAHHOMY TIPUJIOKEHUIO?
IMpoxomun mu cereBoit ctek OC PB
TECTUPOBAHNE U BAJTUIAIIUIO Ha TIPE-
MeT Ge30macHoCTH?

— IIpuopureTsl NPON3BOAUTEIIS B BONIPO-
cax Oe3omacHocTu. VIMeroT i1 BbICO-
KU IPUOPUTET BOTIPOCHI O€30TMaCHO-
ctu y ipousBoautesst OC PB? Ectb
JIA 'y HEeTO BbIIeTIeHHAas1 paboyast TpyTI-
T1a TI0 BOTIpocaM 6e30macHoCTr?

BerpanBaembie OC 0011ero Ha3HAYEHHUS.

CrangaptHbele 1ucTpuOyTuBel OC 00-

11ero HaszHauyeHusi HamomoOue Linux

wm Microsoft Windows He BXomsT B

kiacc I1O moBbIIIeHHOM 6€30ITaCHOCTH.

Jlydiie Bcero mcrmoyib30BaTh UX B COve-

TaHWU CO BCTPAMBAEMbIM TUIIEPBU30-

POM, KOTOPBII 00ECTIEUNT UX BHITIOTHE-

HHE B BBIIEJIEHHOM 3alIUIIEHHOM pa3-

nene. Takoif moaxon obecrieunBaeT Ux

M30JISIIINIO OT KPUTUIECKUX YacTeil cu-
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CTeMBI, K KOTOPBIM TIPEIBSIBISIOTCST 00-
Jiee XKEcTKUe TpeboBaHUs 1o Oe3omnac-
HOCTH.

o Ceasyromee I1O. B 3aBucumoctu or
TpebOBaHUIl K CUCTEMEe YPOBEHB CBSI-
sytotero [10 MoxXeT BKIIO4YaTh B ceOst
6o 06a3oBylo, MO0 pacIIMpPEeHHYIO
(QYHKITMOHAIEHOCTH B 00JIACTHU CETEBBIX
KOMMYHUKaUWil (BKJIouass Oesorac-
HOCTb U OECIIPOBOIHBIE TEXHOJOTUMN),
aynuno, rpaduku u T.1m. Beidbop cBs3yto-
mero ITO ocobeHHO BaXeH, ¢ TOYKU
3peHusT 00eCTIeUeHUsT 3alUTHl KOMMY-
HUKAIWi, TaK KaK IMEHHO OHO CONep-
JKUT KpunTorpadudyeckue 0ubImoTeku
U KOMITOHEHTBI peaTn3aliiy 3alUIIEH-
HBIX TIPOTOKOJIOB Hamomobue SSL u
IPSec. JIomOTHUTETBbHYIO 3aIIUTY MOX-~-
HO 00eCTeunTh, MIPUMEHSIST MeXKCeTe-
BBI€ DKPaHbI U aBTOPU3AIUIO TOCTYTIA.
Casytomee 10, peanusyroiiee mpo-
yyi0 (PYHKIMOHAJIBHOCTH (HampuMep
rpaduyeckuit nHTEpdEIic), ToXe clie-
JIyeT BLIOMPATD C YYETOM OE30MaCHOCTH;
B IIPOTUBHOM CJTy4ae MOTYT BOZHUKHYTh
HeTIpeBUIEHHbIE YSI3BUMOCTU Ha CH-
CTEMHOM YpPOBHE.

o CpencrBa cuMYJISIMA  00OPYIOBAHMS.
Cumynsuust 000pyIOBaHUST Ha YPOBHE
TpoI1ieccopa, OTAEIbHBIX TJIaT U CUCTe-
MBI B 1I€JIOM ITOMOTaeT YCKOPUTH TIPO-
11ecC UHTETpaluy anmapaTHOro U Mpo-
TpaMMHOTO OOecTieueHusI, TaK KakK ra-
paHTUPYET TOCTYITHOCTH 000PYTOBaHUS
B HY>KHOM MeCTe, B Hy>XKHBI! CPOK U B
noctaTouHoM KonmdecTse. (B mporecce
pa3paboTKu BCTPAMBaEeMOUN CHUCTEMBI
9TO YaCTO CTAHOBUTCSI CEPhE3HOM MPO-
0J1eMOI, TaK Kak IMoKa IMpOTOTHUIT He OY-
IeT pa3paboTaH, CTaOWIM3UPOBAH U
MPOU3BENEH B JOCTATOUHOM KOJUYe-
ctBe, [10 oTnaxusaTh OyneT pu3nMIecKu
He Ha yeM. — [lpum. nep.) K Tomy xe
CpencTBa CUMYJISIIMU TTO3BOJISTIOT WC-
0JIb30BaTh 60s1ee 9P HEKTUBHBIE METO-
VKU OTJIAIKW U TECTUPOBAHUS, KOTO-
pble Ha peaTbHOM 00OPYIOBAaHUU pea-
JI30BaTh GU3NIECKU HEBO3MOXHO (Ha-
TpUMep, BBITIOJIHEHNE KOJIa OT MOMEHTA
OLIMOKKU B OOpAaTHOM TIOPSIIKE, YTOOBI
BOCCTAHOBUTH IIETIOYKY COOBITHIl. —
Ilpum. nep.).

©® Nnctpymenrapuii. UHCTpYMEHTBI, UC-
TIOJTb3YeMBbIe IIJISI TECTUPOBAHUS, OTIIAM -
KM ¥ CTaTUYECKOTO aHaJn3a Kona, Ur-
paloT KPUTUYECKYIO POJIb B BHISIBICHUN
OIMOOK TMPOEKTUPOBAHUS W B TIPEHI-
OTBpAllleHU! TMpOcaunBaHUsl Hebe3-
OIACHOTO KOJIa B TIPOEKT Ha PAHHUX €ro
cranusx. CpencTBa aBTOMaTU3MPOBaH-
HOTO TECTUPOBAHUS U CUMYJISIIAU 000-

pPYIOBaHUSI TaKXe 3HAYUTENIBHO yBE-
TYUBaOT 3(PGEKTUBHOCTH TIpoliecca
pa3paboTKH.

War 4: obecneueHune
6e30nacHOCTV NPUITOXKEHUIA

CoBpeMeHHbIE BCTPAaUBaeMbIe CUCTEMBI
NIaBHO BBIIIUTM 32 TPEIeTbl TPATUIIMOH-
HBIX Y3KOCTeIUaTUu3nPOBAHHBIX
YCTPOWCTB, BBITIOJHSIONINX OMHY KOH-
KpeTHy1o 3anady. Ceituac B paMKax OTHOM
BCTPanBaeMOIl CUCTEMBI MOTYT COCYIIIe-
CTBOBAaTh HECKOJIBKO TIPUIOXKEHUH, TIPU-
4€M UX (PYHKIIMOHATHLHOCTh MOXKET pac-
IIAPSATHCS HA BCEM TMPOTSKEHUU KU3-
HEHHOTO IIUKJIA yCTPONCTBA TTOCPEICTBOM
MMHAMUYECKOTO OOHOBJIEHUSI KaK arma-
patypsl, Tak u I[10.

Kak u B ciryqae ¢ HaCTOJBHBIMU U Cep-
BEPHBIMU TIPWIOXKEHUSIMU, IS BCTPaU-
BaeMBIX CHUCTEM KPUTHUYHO HaJUdIue
CpencTB 0€30MacHOCTH, TaK Kak OHU CTa-
HOBSTCS BCE€ 60JIee OTKPBITHIMU TSI Bpe-
MIOHOCHOTO KO/Ia ¥ HECAaHKIIMOHUPOBaH-
HOTO JOCTyTa K TaHHBIM.

BcrpamBaeMble cucTeMbl, MOAIEPKU-
BaloIMe TMHAMIYECKOe OOHOBIIEHUE, MO-
I'YT WCIIOB30BAaTh [JIST TIOBBIIIEHUsST Oe3-
OTMACHOCTM TEeXHUKY Oeloro crucka
(whitelisting). HMcmomb3oBaHue 6e10T0
CIICKA TIO3BOJISIET YCTPOWCTBAM 3arpy-
>KaTh U 3aITyCKaTh TOJBKO T€ TIPUITOXKEHMS,
KOTOpBIE TTOATBEPKIEHBI KaK O€30TIacHbIE;
Bc€ octanbHoe [10, He BXoasiiee B Oeblit
CIMCOK, CHUCTeMOW TPUHSATO He OyIeT.
PoncrBenHast TexHuka 4€pHOTO CIHCKA,
MOApa3yMeBaloIIast MOANEPXKKY aKTyallb-
HOTO CIKCKAa U3BECTHOTO BPEJOHOCHOTO
[TO u BupycoB, UCTIONB3YETCS TSI TIPEI-
OTBpAILIEHUST 3aTPY3KU U 3aITycKa Comep-
KMMOTO, BXOISIIIETO B 3alpeniéHHbBIN
CITHCOK.

IMockonbKy 4€pHBIE CITUCKU TOPA3I0
00bEMHee OeNbIX U Topas3ao yallle Me-
HSIOTCSI, BCTPAaMBAaeMbIM  CUCTEMaM
0OBIYHO HEOCTAET PECYPCOB TSI TIOCTO-
SIHHOW TIOANEPXKKU aKTyalTbHOCTH 4Ep-
HBIX CIIUCKOB, TaK KakK ]IS 9TOTO He-
00X0ONMMO HaJIW4Me MOCTOSTHHOTO Xpa-
HWINIIA, CPENICTB CETEBOI CUHXPOHM3a-
LI, YaCTBIX OOHOBJIEHUI U T.I1. DTO Ie-
JlaeT Oeyble CIUCKU 0OoJiee TpUBIEKa-
TEJTbHOU CTpaTerueit IUisi BCTpanBaeMbIX
CHUCTEM.

Ewme ogHa TexHuka, KOTOPYIO MOXHO
WUCTIONb30BaTh [JIs TOBBLIIIEHUS 0e3-
OITaCHOCTHU, — 9TO OI[EHKA TaK Ha3bIBae-
MO#l penymayuu WMCTOYHUKA NAHHBIX.
Ecnu manHble OTydYeHBl U3 UCTOYHUKA
C HEM3BECTHOU WM TypHOU pemyTaiu-
eif, TIPUIOXEeHNEe MOXKET OIpPEIeIUTh,

Kakwue IIaTu CleayeT IPenPUHSIT: BbI-
MMOJIHUTH TIPOBEPKY IETOCTHOCTU, OT-
BepruHyTh u T.1. [IpoBepka pemyranuu
WCTOYHUKOB TakXe CIIOCOOHA MOMOYb
TMOBBICUTH TTPOU3BOAUTENBHOCTD: €CIIN
JaHHBbIE TIOCTYMAOT M3 TPOBEPEHHBIX
WCTOYHUKOB, TO MTPOBEPKU OE30IMacHO-
cTH OyOyT 3aHUMATh MEHBIIIEe MPOIEeC-
COPHOTO BPEMEHHU.

War 5: pacnpocTtpaHeHue mep
6e30nacHOCTU HA BECb
)KU3HEHHbIA LUK NPOAYKLUN

TpeboBaHusi K 0€30MaCHOCTU MOCTO-
STHHO MEHSTIOTCSI, TaK KaK TTOCTOSTHHO Me-
HsoTC yrpo3bl. [lo Mepe TOro Kkak
YCTPOMCTBO HaAOWpaeT TMOIMyISIPHOCTD
(Stuxnet OBLT OpUEHTUPOBAH HA IUPOKO
pacnipoctpaHéHHyto moaenb [TJ1K) u/mmm
BO3pacCT Ha PbIHKE, OHO CTAHOBUTCS OoJee
TO/IBepXKEHO aTakaM. B mporiiom MHOTHE
YCTpOICTBA He OB pacCUUTaHbBI Ha TH-
HaMU4ecKoe IMeperporpaMMUpOBaHNe U
OOHOBJIEHUE B TIPOIIECCe IKCIUTyaTalnu
(6e3 cymecTBeHHBIX MonuduKamuii). Ho
910 Bpems mpotnio. CeroaHs ycTpoicTBa
00513aHBI TIOIEPXKUBATH TUHAMUIECKOE
OOHOBJIEHUE, U HE TOJBKO IS yCOBEp-
IIEHCTBOBAaHMS (DYHKIIMOHATBHOCTH, HO U
JUTST pelieHusi Oymylmux BOTIPOCOB 0e3-
OTACHOCTH.

BxiroyeHune 3agay mo oOecreyeHuIo
0€30IMacHOCTA B TIPOLIECC YIIPABIEHUS
KU3HEHHBIM LIWKJIOM W3MEUs CEeTOmHS
SIBJISIETCS TIEPBOCTETIEHHO 3amaveii. Ma-
JIO TOTO — BaXKHa e11I€ ¥ CKOPOCTh, C KOTO-
pOIi opraHM3aIsI MOXET pearnpoBaTh Ha
YTPO3BI TT0 Mepe UX BO3HUKHOBEHUS. Tak-
ke He MeHee BaKHBIM MOMEHTOM SIBJISIET-
CsI COOTBETCTBUE BAIllM CTaHIApTaM 0e3-
OMACHOCTHU TTPOAYKIINY BHIOPAHHBIX BAMU
TTOCTABIIUKOB.

B xoHTeKCTE Ge30macHOCTH pa3padboTun-
KaM BCTPAaBAEMBIX CUCTEM CJIETyeT YIUThI-
BaTh KaK MUHUMYM CJIEYIOIINE aCTIEKThI
YIIPaBJICHUST XKU3HEHHBIM LIUKIJIOM.

@ Be3onacHocTs 10JEKHA OBITH BCTPOEHA BO
BCe CTa/IUM JKU3HEHHOTo IMKa. bezonac-
HBII TU3aifH JOJDKEH TTPUCYTCTBOBATD B
crucTeMe M3HAYaIbHO U OBITh OCHOBOM
BCEro XXM3HEHHOTO 1InKia. bezonmacHyio
ApPXUTEKTYPY HeJIb3sI J0OaBUTH B CTydae
HEOOXOIUMOCTH.

© Bynynme u3meHeHus1 10JKHbI OBITh MPeI-
YCMOTpeHbI 3apaHee. YCTPOWCTBAM U CU-
cTemMaM TpeOyeTcsT BO3MOXHOCTD TUHA-
MUYECKOTO OOHOBJICHUSI, MCTIPABICHUST
OLIMOOK W MOAEpHU3ALMU; Oynyliie
OOHOBJIEHUST 1 MOHUTOPUHT OE30T1acHO-
CT HEOOXOMUMO BKJIIOYATh B TIAHBI
TTOIIEPXKKU M3HAYATBHO.
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©® be30nacHOCTh 10/KHA UMETh IPUOPUTET
B Ipoliecce pa3padoTKH M TECTHPOBAHHS.
ITpo6Gaemel ¢ 6e3omacHocThIO [10 hak-
TUYECKU SIBISIIOTCS CIIEACTBUEM OIIIM-
00K B TpeboBaHUAX (Oymb TO X hop-
MUpPOBAHWE WM peaau3anusi), U 4em
paHblile B LIMKJIe pa3paboOTKU OHU OY-
YT OOHApYKeHBbI, TEM JIelleBIe 000 -
nETCSl WX WCIpaBlieHWe, a 3HAYUT, U
JIMKBUOALMS ysI3BUMoOcCTel. TecTrpoBa-
HHUe 6e30MacHOCTH JOJIKHO BKITIOYATh
B ce0s ompenesieHre TPaHUI] CUCTEMbI
U METOIOB IKCTUTyaTallNK CTa0bIX MECT
B ux 3amuTte. OueHb XOPOIIN 3AeCh MO-
TYT OBITHh TEXHUKU Haropobue fuzz-te-
CTUPOBaHUS (TECTUPOBAHUE HA OCHOBE
3aBEIOMO HEKOPPEKTHBIX WU CITydaii-
HBIX BXOJIHBIX JAHHBIX, KOTOPOE O3B0~
JISIET, B YACTHOCTH, BBISIBJISITH OIIMOKU
B PEIKO HCTIOJIB3YyEeMBIX yJacTKaX KO-
na. — [lpum. nep.) U1 UCNIBITAHUS Ha
MPOHUKHOBEHUE (CUMYJIISIUS BEKTO-
pPOB aTaK¥ MOTEHINATBHBIX 3JI0YMBITII-
JICHHUKOB). ABTOMATH3aIIUsI T€CTUPO-
BaHUs 0€30MMACHOCTH BKYTIE C UCTIOTb-
30BaHUEM CPEICTB CUMYJISILIMU 000pY-
IIOBaHUSI CIIOCOOHA CYIIECTBEHHO TO-
BBICUTH 3(PHEKTUBHOCTD IpoIiecca pas-
paboTKu U obecrneyuTs ropasno dosee

JIeTaTbHOEe WCCIeNOBaHUE TOBEISHMUS
MPOAYKTOB, YeM MHTyuTHUBHOE (ad hoc)
TEeCTUPOBAHUE.

® YcrpaHenue aedeKTOB, CBSI3AHHBIX C
0€30MacHOCTBIO, J0JKHO HUMETh BbICO-
Kuii npuoputet. bezomacHoctu ciemyet
YIeNSITh 0c000€ BHUMAaHUE He TOJIBKO B
mpoiiecce pa3paboTKu, HO U B TIPOIIEC-
ce compoBoxkneHus. Korma ysa3sumocTtsb
oOHapyxuBaeTcst TpoheCCUOHATHEHBIM
C0001IeCTBOM, OHA OBICTPO CTAHOBUT-
cs  NMOCTOSTHUEM  OOIIeCTBEHHOCTH.
ITpousBonuTenssMm HEOOXOTUMO YMETh
OIepaTUBHO pearupoBaTh Ha MOI00-
HbIE CUTYaIlUU 10 Mepe UX BO3ZHUKHO-
BEHUSI.

© Bomnpocamu 6e30macHOCTH 10/ZKHA 3aHU-
MaThCs cnenuaibHasi padouas rpynma. B
e€ 3amaun OyIyT BXOOUTH aHAIN3 YSI3BU-
MOCTel, TpopaboTKa BO3MOXHBIX ITy-
Teil WX ycTpaHeHWs, BHYTpEHHUE U
BHEIIIHIE KOMMYHUKAIIUU, TUTAHUPOBA-
HHE BBIITycKa OOHOBJIEHU! U KOHTPOJIb
BBITIOJTHEHUST 3aTTAHNPOBAHHBIX MEPO-
npustuit. [logoOHbIe TPYIITBI OOBIYHO
Kpocc-GyHKIIMOHATBHBI U BKITIOYAIOT B
ce0s1 TIpeacTaBUTeNIelt Moapas3aeeHui
pa3paboTku amnmapatypsl u [10, Tectn-
pOBaHUSI, TEXHUUYECKOUW TOIIEPKKH,

yIpaBiIeHUs] TPeOOBAaHUSIMU W TOKY-
MEHTUPOBAHUSI.

SAKNIOYEHME

OHI/IC&HHLIG IIATH IIAaroB IMO3BOJIAIOT Op-
TraHU3aludgaM JOCTUYb (I)YHIlaMeHTaI[LHOI‘O
porpecca B obactu 3allIUThI CBJA3aHHBIX
BCTpauBaeMbIX CUCTEM OT YIpo3. YUET Bo-
MpPOoCoB 0E€30IMaCHOCTHY B Tpoliecce pa3pa-
0OTKA BCTpauBa€MbIX CUCTEM CEIrOAHA AB-
JISICTCS KITFOYCBBIM Tpe6OBaHI/I€M n npea-
YCMaTpuBacT BOBJICYCHUE BCEX ypOBHefI "
HOIIpa3Il6IIeHI/Ifl OpraHmsalivy B CO30aHUEC
BCEOOBEMJTIONIEH 3alIUTHOW CTPYKTYPHI,
2KM3HCHHO HeO6XOIII/IMOI71 B COBPEMCHHLIX
CBA3aHHbBIX BbIYMCIUTCIIbHBIX CPpEAaX. [ ]
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