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Wear Jlonyxos

UHTennexkrtyasnbHbie
3NIeKTpuYecKue cetm
nop yrposom

B cratbe nogHuMaeTcs Bonpoc o6 yassumocTn ceter Ethernet Ha o6vekTax sHepreTuku nepep
BPEeAOHOCHBIMM AEWCTBMAMM KOMMbIOTEPHBIX BUPYCOB. [TpnBoasaTcs peanbHbie NpUMepbI, MAsIO-
CTpUpYIoLwMe faHHYIo Npobnemy, npoBoauTcs 0630p NPOrPAMMHBIX M ANMAPATHLIX CPEACTB,

nosbiwaowmx knbepbesonacHocts ceter Ethernet.

O TEKYLULEM NOJMIOXXEHMMU

TepmuH smart grid, KOTOPBIIA TOCIOBHO
MOXHO TIEPEBECTH KaK «MHTEJUIEKTyalb-
HBIE DJIEKTPUUYECKUE CETU», TTOKa BO MHO-
TOM YCJIOBEH — MPUHSTUE COOTBETCTBYIO-
LIMAX MEXIYHAPOJIHBIX CTAHAAPTOB €ILE B
npouecce. M rnoka Bce yyacTHUKM MPOLIEC-
Ca COMIACOBAHUS HE MPULLIU K eTUHOMY
3HAMEHATEeJI0, SICHO JUIIb TO, YTO MOHSI-
THe smart grid oTpenessieT HOBbIe METOIBI
MPOU3BOACTBA, Epeaun, PaCIPEACTICHUS
U TOTpebJIeHus 2JIeKTpoaHepruu [1].

Ilpu peanuzanuu MHTEIEKTYaJIbHBIX
3JIEKTPUYECKUX CETEN BAXKHBIM MOMEHTOM
SIBJISIETCSL B3AUMOJEHCTBAE OCHOBHBIX aB-
TOMATU3UPOBAHHBIX KOMIIOHEHTOB.
YcrpoiicTBa, u3MepsouMe 371eKTpude-
CKHME MapaMeTpsbl, JOJKHBI 0OMEHUBATBCS
C YNPABJISIIOIIMMU YyCTPOCTBAMU B pealib-
HOM BPEMEHM Ha BCEX Y4acTKaX CETU OT
TEHEPUPYIOUIMX CTAHLUN 10 KOHEYHbIX
norpeduteseit. Bce ycTpoiictBa aBToMa-
TU3ALUU JOKHBI ObITh CBSI3aHBI HA MPO-
rpaMmmHOM ypoBHe SCADA-cucremamu, a
5TU CUCTEMBI, B CBOIO 04epeb, OOMEHU-
BaTbCs JAHHBIMU JIPYT C IPYTOM.

Bce coenvHeHUs U JIMHUU Tiepefadyu
JIAHHBIX TPEOYIOT OTKPBITBIX KOMMYHHUKA-
LIMOHHBIX cucTeM, Takux Kak Ethernet u
Internet. D10 0COOEHHO BaXKHO IPU TTPO-
€KTUPOBAHUMU HOBBIX U MOJIEPHU3ALUU
crapbix cucteM. Mcronb3oBaHue OTKPBI-
TBIX CUCTEM MO3BOJISIET CHU3UTh PACXObI
Ha 000pyJ0BaHUE U MPOrPAMMHBIE KOM-
MOHEHTHI T10 CIeAYIOIUM TpuurHaM [ 1]:

@ annapaTtHoe ¥ MporpaMMHoOe obecrieye-
HUE B OTKPBITBIX CUCTEMaXx ACIIEBIIE, TAK
Kak 0asupyeTcsl Ha OTKDBITBIX, a HeE
COOCTBEHHBIX TEXHOJOTUSX TPOU3BOIU-
Tee;

@ MPOLIECC UHCTAUIILUU TPOTEKAET C UC-
MOJIb30BAHUEM 3HAKOMBIX UHCTPYMEH-
TOB U MPUEMOB, O0JIee pacIIpOCTPaHEH -
HBIX, YeM aHAJIOTU IJIS1 3aKPBIThIX CH-
cTeM;

©® BO3MOXHO UCMOJIb30BaHUE CYIIECTBYIO-
meir MHPPaCTPYKTypsl U 0OOpymOBa-
HUSI, 4YTO MOXET CEPbE3HO CHU3UTD KO-
HEYHYIO CTOUMOCTb CUCTEMBI;

@® OTKPBIThIE TPOTOKOJIBI 00JIaatoT OoJiee
HU3KOI CTOMMOCTBbIO MHTErpaluu 3a
CYET LIMPOKOTO PACIIPOCTPAHEHMUS,;

@ 1poire moaodpaTh KBATUOUIIUPOBAH-
HBII MepcoHal AJisl UHTErpaluuu u 00-
CIIy>KUBAaHUSI KOMIIOHEHTOB OTKPBITBIX
CHUCTEM.

WTak, OTKpbIThIE KOMMYHUKALIMOHHBIE
CHUCTEMBI TOpa3fo MpUBJIEKaTeJIbHEE 3a-
KPBITBIX C TOYKU 3PEHUSI CHUXKEHUS CTOU-
MOCTU KOHEYHOU CUCTEMBbI, OTHAKO OHU
He JIMIIIeHBI HetocTaTKoB. CaMo X Ha3Ba-
HUE HATAJIKUBAET HA MbICIb O OOJbLICH
YSI3BUMOCTH K KubepaTtakaM. B yactHocTu,
3TOMY CIIOCOOCTBYIOT clieaytouue GhakTo-
pol [1]:
©® OO0JIbIIOE YUCIO BHYTPEHHUX CBSI3Ei B

CUCTEME CO3IAET OOJIbLIE MOTEHLIUAIb-

HBIX BO3MOXHOCTEN 7151 aTak;

@® XaKephbl Jyylle 3HAKOMbI C OTKPBITBIMU
CETeBbIMU MTPOTOKOJIAMU;

@ CcepBUCHI, OCHOBaHHBIe Ha Web-0Opay3e-
pax, CO3al0T BO3MOXKHBIE TOUKH BXOJIA;

® pabouue ctanunu ¢ OC Windows o6:1a-
JAIOT U3BECTHBIMU «IbIPAMU» B CHUCTE-
Max 6e30MacHOCTH;

@ crek npotokosioB TCP/IP takke o6a-
TTAeT N3BECTHOM CTETIEHbIO YS3BUMOCTH.
O4eBUIHO, YTO CETEBbIE aTaK Ha KOM-

MYyHUKAIIMOHHBIE CETU MOTYT HApYyIIUTh

paboTOCTIOCOOHOCTD BCEX CUCTEM, TeHEPU-

PYIOIINX, TIePeNalonX U PacTpeesissio-

IIUX 2IEKTPOIHEPTHUIO TIO TIOTPEOUTEISIM.

[TosTOMy BaxkHBIM TTOHSITUEM IS OTKPBI-

TBIX KOMMYHUKAIIMOHHBIX CUCTEM SIBIISIET-

cs1 KubepOe30nacHOCTh — CMOCOOHOCTh

CHCTEM TIPOTHUBOCTOSITH CETEBBIM aTaKaM.
CeteBasi 6€30MMaCHOCTD TTOIPa3yMeBaeT

OTrpaHWYEHUE TOCTYTIA C UCTIOIb30BaHEM

Kak armapaTHbBIX CPEeNCTB (YIIPaBIsSIeMbIX

xommyTtaTopoB Ethernet, MexceTeBbIX 9K~

paHOB, ILTIO30B NAaHHBIX), TaK U TPO-
rpaMMHBIX cpencTB. [IporpammHo-arma-

paTHBIN KOMIUIEKC JOJKEH paboTaTh 1o

OTpeAeI€HHBIM ITPaBUJIaM U COOTBETCTBO-

BaTh TPEOOBAHUSIM OTpPENeEHHBIX CTaH-

naptoB. K coxaneHuto, 10 cux rnop 00Jb-

IIWHCTBO TAKMX CTAHAAPTOB TOJILKO Ha TTO-

pore ipunsTHs. [ToaTOMY B OTHUX CyIiie-

CTBYIOIINX CUCTeMaX KnbepOe30macHOCTh

peann3oBaHa IO COOCTBEHHBIM ILIaHAM

co3naTesieil ¢ UCTIOb30BaHNEM TOCTYITHBIX

KOMIIOHEHTOB, B IPYTHX K€ MPUMEHSIETCS

TIPUHIINTI «CUIETh W XIaTh», KOTOPBIil X0-

potil 10 niepBoit kubeparaku. [TonHumanue

TEKYILIETO TIOJIOKEeHUST BEIleil B MHTeIUIeK-
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TYaJTbHBIX DJIEKTPUIECKUX CETSIX — MEPBBIT
9Tarn Ha MyTu K KnbepOe301acHOCTH.

OB30P NIEKTPUYECKMX CETEM

Kak BuUmHO u3 MUPOBOW MPAKTUKU,
OOJBIIIMHCTBO CYIIECTBYIOIINX pactpesie-
JINTEJIbHBIX CETei paboTaeT Mo MeHTPaT-
30BaHHOMY TIPUHLINITY. DHEPTUsl BbIpada-
THIBaeTCS Ha TEHEPUPYIOIINX TOACTaH-
USIX U Jajiee 4Yepe3 CeT Mepearolinx u
pacripeieTMTeIbHBIX CTAaHIIUN JOCTaB-
JiseTcsl KOHEUHBIM notpebutensm. [lom-
CTaHIIUU SIBJISIIOTCST MHTEJUIEKTyaTbHBIMU
y3J1aMu 9TO# ceTu. JIMHNM Tiepenaan Mex-
Iy TEHEPUPYIOIIUMU W PACTIPEICTUTETb-
HBIMU CTAHLIMSIMU TPEOYIOT HETTPEPHIBHO-
0 KOHTPOJSI B peasbHOM BpemeHu. Oc-
HOBHOW 3aa4ei TS MOICTAHIIAN SIBJISICT-
cs TIOCTOSTHHOE ToNjiepxkaHue OamaHca
MeXIy TeHEPUPYEMBIMU U TTOTPEOISTEMbI-
MU MOIIIHOCTSIMU, OCOOGHHO B CiIydae C
BO30OHOBIISIEMBIMY W PACTIpeIeIEHHBIMU
WCTOUYHUKaMU dHepruu. [Ipumepsl Takmx
WCTOYHUKOB — BETPSIKU U COTHEUHBIE Oa-
tapeu. BennunHa BeipabaThIBaeMON MU
SHEPrUU MOCTOSTHHO W HEIpenckKa3zyeMo
MEHSIeTCSI, UICTOYHUKY YHEPTUU pacTipee-
JIeHBbI Ha OOJBIIION TEPPUTOPUH.

MHOXeCTBO pacTipeaeTuTeTbHbIX CeTeit
KOHTPOJIUPYETCS yCTapEeBIIMMU CUCTEMa-
MU aBTOMaTU3allMU, UMEIOIIMHU BeChbMa
OTpaHWYEHHBIE CPECTBA 3aIIUTHI OT K-
Oepatak. Takue 3aKpbITbie HECTAHIAPTH -
3MPOBAaHHBIE CHUCTEMBI aBTOMATH3AINU
00bI9HO MHTeTpUpoBaHbl co SCADA-cu-
creMoit (puc. 1), UICTIONB3YIOIIEH OTKPBI-
ThIe KOMMYHUKAIIMOHHBIE KaHATBI TS TIe-
penaun manHbix. Cetu smart grid peamno-
JIaraloT TOTAJIbHOE WCIIOJb30BaHUE OT-
KpbIThIX ceTeit Real-Time ¢ BbicoKo# npo-
ITyCKHO CTTIOCOOHOCTBIO TSI MOHUTOPUH-
ra ¥ KOHTPOJISI TIPOU3BOANMON U MOTPes-
JsieMoit sHeprun. OMHAKO UCTIOh30BaHME
OTKPHITBIX TIPOTOKOJIOB Tuma Ethernet
CBSI3aHO C CEepbE3HON mpodieMoit —
YSI3BUMOCTBIO TIepel HECAaHKITMOHUPOBAH-
HBIM TOCTYTIOM.

OnpeneaéHHON ysI3BUMOCTBIO 00J1a-
natot u camu SCADA-cucteMbl. MHOTHE
CJIBIILIAJIY TIPO «IBIPBI», OOHAPYKMBacMbIe
B crcTeMe Oe30TTaCHOCTH Pa3IMYHbBIX BEP-
cuit OC Windows, 1 TIpo BBIITyCKaeMbIe
KoMITaHuel Microsoft «3arutaTkm» st ux
mukBuganu. SCADA-cucteMbl 3aHU-
MaloT Kyzia 0oJiee y3K1ii CeTMEeHT PhIHKA,
TIOTOMY WX B3JIOM SIBJISIETCS CYIIIECTBEHHO
Oosiee penkum codbiTueM. TeM He MeHee,
TIPELeIEHTHI YK€ NMETOTCS.

Ya3zeumoctb SCADA-cucrem
YyTtp Oounbllle Toma Haszan cpasy 13
YSI3BUMBIX MeCT ObLITO 0O0HapyXeHO B SCA-

SCADA/HMI
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Puc. 1. Uuterpauua SCADA B cucremy
aBTOMaTM3aLum NOACTaHLUM

DA-cucremax ICONICS GENESIS32 u
GENESIS64. [lanHoe mpOorpaMMHOE
ob6ecnieuenue ([1O) momyIsIipHO B pocCHii-
CKUX OOBEIMHEHHBIX TEHEPUPYIOLINX
KOMITAHUSIX, YCTAHOBJIEHO Ha HECKOJIBKUX
PMIPO3JIEKTPOCTAHIIMSIX U MHOTUX O0b-
€KTaxX, He OTHOCSIIIIMXCS K SHEPreTHKeE.
Monyne GenBroker Bepcuit GENE-
SIS329.21 u GENESIS64 10.51 (a Takxke
0oJiee paHHUX) CONEPIKAT PSIIL «IBIP», CBSI-
3aHHBIX C OCBOOOXIEHUEM MAMSITH U LIEJI0-
YUCJICHHBIM TiepernonHeHrneM. Ero paspa-
GOTYMKH TOBOJILHO OBICTPO OTpearupoBa-
JIM Ha 3TO COOBITHE U PEKOMEHIOBAIU HE
WCTIOJIb30BAaTh YIAIEHHBI TOCTYII K CHCTe-
Me u3 Internet, a Takke IPUMEHSTh MEXCe-
TeBo#t akpaH. Yepes napy Heiesib ObUTO BbI-
TYIIEHO OOHOBJIEHKE TPOTPAMMHOTO TPO-
NyKTa, JUKBUIUPYIOIIee OOHAPYXEHHBIC
ys3BuMocTH. BpenonocHoro I10, ucrosnb-
3YIOIIETO UX, 3apeTUCTPUPOBAHO He OBLIO.

SCADA-cucrtembl u Kubeparakmu
IIpumepom Toro, Kak Kubepataku Mo-
I'yT MOBJIUATH HA CUCTEMBI aBTOMATU3AIINH
TeHepUPYIONINX, TepeaalouX 1 pactpe-
NETUTENIbHBIX CTaHIUM, CIYXUT BUPYC
Stuxnet, mossBuBLIMiics B uioiie 2010 roxa.
B oTnuume OT MpeabIaynImX XaKepcKUX
aTaK IaHHBIN «JepBb» HalleJIeH UMEHHO Ha
MIPOMBIIIJIEHHBIE CUCTEMBI aBTOMAaTH3a-
;. SCADA-TIpOnyKThl, B 4YaCTHOCTHU
Siemens WinCC, I1O nna S7 u PCS7.
Stuxnet OBLT CITIOCOOEH TTOTyYaTh CIie-
GUIECKy0 NHHOOPMAIINIO O TEXHOIOTU-
YECKOM TIpOliecce, BHOCUTDH Pa3IMuHbIe
U3MEHEHUsI B JIOTUKY KOHTPOJUIEPOB U
«3aMeTaTh CJIebl», TIPsTYa TPOTPaMMHBIE
u3MeHeHus1 oT auarHoctudyeckoro [10.

Tak KaKk MHOXECTBO OOBEKTOB YHEPTETU-
KU VCTIONB3YIOT CUCTEMbI aBTOMATU3AINHT
MPOM3BONICTBA Siemens, yrpo3a OT TAaKOTo
BpenoHocHoro [1O oueBumHa.

Bupyc Stuxnet mpoHUKaeT B IPOMBIIII-
JIeHHy1o ceTh yepe3 USB-kimou. Oka3as-
IIUCh BHYTPU, «I€PBb» UCITONIb3YeT KakK
MUHUMYM 4 MeTo/a JJIs 3apaskeHUsT OKpPY-
JKaloMMX pabounx craHuumii. s 3amycka
9TOTO TPOIECCa MOCTATOYHO MPOCTOTO
yteHus ¢aiinos B mamsatu USB-kimoya.

TNosiBenue Bupyca cTajgo BO3MOXHBIM
13-3a HECKOJIbKMX U3BECTHBIX «IbIp» OC
Windows, a Takxke cucteMsbl TtapoJieii B [10
ot Siemens. Stuxnet Mor 3apaxaTb KOM-
mbioTepsl ¢ pazHbeiMu Bepcusimu OC: or
crapeHbkoit Windows NT no coBpemeH-
Hoit Windows 7. bojiee 1Byx Henesb ¢ MO-
MEHTa TIepBOTO OOHAPYKEHUST BUpyca He
OBLJIO HM OMHOTO «ImMat4a» oT Microsoft.
Her nx 1 1o cux mop [1st HEKOTOPBIX CTa-
pobix Bepcuit Windows. A Bepb elié 10 00-
HapyxeHus BpenqoHocHoe [10 mormno pa-
6orath oT 1 g0 6 mecsaues. I1o pa3HbIM
OIIEHKaM BUPYC CMOT 3apa3uTh OT OTHOM
IO HECKOJIbKUX COTEH THICSY MAIINH.

M3HavanbHO CYMTANIOCH, YTO 1IETh Ha-
Mmcanus Bupyca Stuxnet — MPOMBIIIUIEH-
HBIU IIMTUOHAX U Kpaxka WHTEeJIIeKTYalb-
Hoti cooctBeHHOCTH 13 SCADA-cuctem u
CHCTEM KOHTPOJIST TEXHOJIOTMUECKUX TTPO-
meccoB. [locnenyronmuit aHanu3 mokasain,
YTO CYTh OeWCTBUI BpemoHocHoro [10 —
TepexBaThIBAHNE KOHTPOJISI TEXHOJIOTYe-
CKUM TIPOIIECCOM M ero caborax. 3auem
9TO HYXKHO OBLUTO aBTOpaM BUpYyca — He CO-
BCEM ITOHSITHO; BO3MOXHO, TOMY UMEJTUCH
KaKe-TO TMOJTUTUYECKINE MOTUBBI.

Bupyc 6b11 Upe3BpIYaiiHO OTIaceH u3-3a
JIByX MOMEHTOB. Bo-TiepBBIX, OH MCTIONb-
30BaJ1 1OCEJI€ HEM3BECTHDIE «/IbIPbI» OIe-
pauroHHOU cucteMbl Windows; BO-BTO-
PBIX, 9TO OBLT MEPBHIN «4ePBb», HATIPAB-
JICHHBIN HE Ha TPaAUIIMOHHBIE OUCHBIE
CeTH, a UMEHHO Ha TIPOMBIIITIEHHbIE CU-
CTeMBI yIpaBeHUs . DTO 03HAYAET, UTO C
WMEIOIINMCSI «yTauHBIM» OTTBITOM XaKepbl
Ternepb BIIOJTHE CITIOCOOHBI aTAKOBATh MTPO-
MBIIIUIEHHBIE CUCTEMBI aBTOMATU3ALINH.
Kaxk BapuaHT, yacTu koma Bupyca Stuxnet
MOTYT OBITH B3SITHI 32 OCHOBY JJIsI OoJiee
MacIITaOHOW aTaku Ha TPEANPUATUS
SHepreTuku. B cBaA3u ¢ oM Oynymiue
aTaku Ha CHUCTeMbl aBTOMAaTU3allUM U
KOHTPOJIST O0BEKTOB SHEPTETUKHU YKe He
KaXyTCST 4eM-TO MAJIOBEPOSITHBIM, U IIIaTx
10 WX TMPEIOTBPAIIEHUIO HOJDKHBI OBITH
TIPENTPUHSATHI 3apaHee.

KVWBEPBE3ONACHOCTb CEFTOAHA
PerynupoBaHue pa3BuUTHS U COBEPILIEH-
CTBOBaHWSI UHTEJUIEKTYaIbHBIX DJIEKTPU-
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YeCcKUX ceTeil smart grid mpoucXoauT mpu
nognepxxke CeBepoamMepuKaHCKOW KOp-
MopaInu 1Mo 00ecreYeHuIo HaNEKHOCTH
snektpudyeckux cereii NERC (North
American Electric Reliability Corporation).
Llens aTOTO TIpOILIEeCcca 3aKiTIouaeTcs B pas3-
paboTKe M YIy4YlIeHUW CTaHIapTOB 0e3-
OTIACHOCTH, MOHUTOPWHTE CUCTEM DHEpPTe-
TUKU, 00y4eHUHU U CePTUGDUKAIIUN TIEPCO-
Hajla SHePTeTUUECKOU OTPACITH.

Ha cerognsiHmii neHb CymecTByeT 1ie-
JIBIA S CTAHOAPTOB, KACAIOMINXCS KH-
O6epbe3ormacHOCTU. DTO, TIPeXIe BCETO,
NERC CIP [2]. Craumapter CIP (Critical
Infrastructure Protection) oXBaThIBaIOT OT-
4€THOCTh O CJIydasiX OTKa30B CHUCTEM,
uaeHTUGUKAIUIO KHOepyTrpo3 1 AeCTBUS
T10 UX YCTPAHEHUIO, BOTIPOCHI YITPABIICHUS
0e30MacHOCThIO, GU3NIEeCKUE CPEACTBRA e€
obecrieueHus, TOATOTOBKY IepcoHama.
CBOM MHCTPYKIIMU OMyOJIMKOBajIa opra-
nm3armst NIST (National Institute of Stan-
dards and Technology) 3], a Takke caMbrit
W3BECTHBIN «IBUTATEb» CTAaHAAPTOB — In-
stitute of Electrical and Electronics Engi-
neers (IEEE) [4].

B 2009 rony B cenare CLLIA xomutety
10 TOPTOBJIE, HAYKE W TPAHCIIOPTY OBLT
MPeCTaBlIeH OTYET (peeparbHO KOMUC-
cum 1o aHepretuke FERC (Federal Ener-
gy Regulatory Commission). OcHoBHOI®

€ro BBIBOJI 3aKJIIOYAJICST B TOM, UTO TEKy-
Ui YPOBEHb 0E30TIaCHOCTU TPOMBIIII-
JIEHHBIX CUCTEM YTIPaBJICHUSI €1Ba IOTSTU -
BaeT 10 YPOBHST KOMMEPUECKHNX KOPITOpa-
TUBHBIX CUCTEM 15-JIeTHEel JaBHOCTH, a Ha
TpeTu 0OBEKTOB CPENCTBA IO TIPEAOTBpa-
IIEHUIO CETEBBIX YTPO3 HE SBISIOTCS KPU-
TUYECKU BAXHBIMU, TIOITOMY HYXHO
CPOYHO TIEPECMOTPETh CJIOXUBIIULCS
ctwib 00yyeHus IT-nepcoHana Ha rnipen-
npusTusx. [1o omleHKam MccaenoBaTeNb-
ckoit komnanuu Pike Research, go 2015
rona Ha obecriedeHre 6e30MacHOCTH dHEP-
TeTUIEeCKUX CeTell B MUpe OyZeT moTpayve-
HO 0Ko0J10 200 MUUTMApIOB JOJIAPOB.

I'me xe B cTpykType smart grid HaxoxasIT-
cs1 cpeacTBa obecrneueHus Kubepoezonac-
HOCTH?

YToO6Bl OTBETUTH HA JAHHBINM BOIPOC,
HaJo, MpeXIe BCeTO, YIIOMSIHYTh WHTEJ-
JIEKTyaJIbHbIE YCTPOWCTBA aBTOMATUKU
(IED — Intelligent Electronic Devices) ¢
noaxioyeHueM K Ethernet, 006bIuHO Mc-
MoJTb3yeMble Ha ypoBHe moacTaHumu. K
HUM OTHOCSATCS 3alllUTHBIE peje, Tepe-
KJTI0OYaTeJTN OTBETBJICHUI IOl HATPY3KOiA,
aBTOMAaTUYeCKNe BBIKJIIOUATENN, TIepe-
Kmouaten Oarapeii KOHIEHCATOPOB,
KOHTPOJITIEPbl aBTOMAaTUIECKOTO TIOBTOP-
HOTO BKJTIOUEHMUS U PETYJISITOPBI HATIPSTKe-
Hus. IED-ycTpoiicTBa moak/iIoyamTcs K

OIepaTOpCKUM TepMUHAIaM, CepBepam
JMAHHBIX, KOHTPOJUIEpaM U YCTPONCTBAM
BBona/BeiBoga. Cranmapt IEEE 1686-2007
(Security for intelligent electronic devi-
ces — 0e30MacHOCTh MHTEJJIEKTYaTbHBIX
YCTPOWCTB aBTOMATUKM) YCTaHABIMBAET
TpebdoBaHus K IED-ycTpoiictBam corac-
Ho NIRC CIP, onpenensia nx GyHKUNM 1
ocobeHHOCTH. Takke OH COMEPKUT Kitac-
cuUKAIUIO YCTPOUCTB IO COOTBETCTBUIO
STUM TPeOOBAHUSIM.

[ToMuMoO 5TOTO HANO YYUTHIBATH, YTO
aktTuBHoe Ethernet-obopynoBaHue Ha
TOACTAHIIUSIX TIPENCTABICHO IUTI03aMH,
KOMMYTaTOpaMu, IIOBTOPUTENISIMU, MOCTa-
MU ¥ TIPOYUM CBSI3HBIM O0OPYIOBaHUEM.
W3 HUX cTpouTCs ceTh mepenadyn JaHHBIX
mexay I[ED-ycrporictBamu. [Toatomy emié
OITHUM KJTIOUE€BBIM MOMEHTOM K1bepoe30-
TTACHOCTH SIBJISIETCST KOHTPOJIb JOCTYIIA K
CeTH, KOTOPBIIf 00eCTIeIBAETCS IIPABUITh-
HBIM BBIOOPOM CETEBOTO 000PYIOBAHUSI.

KAK YNPABNSEMBIE
KOMMYTATOPBbI ETHERNET
BJIMAIOT HA BE3ONACHOCTDb
[Mpocreitmuit kommyrtatop Ethernet
(puc. 2) BBIMOJHSET 2 (QYHKINHU: KOMMY-
Talus makeToB B pexxume Store& Forward
U aBTOCOTJIACOBaHUE CKOPOCTHU TIepeaayn.
YrpaBnsieMblii KOMMyTaTOp o0ecrieunBa-
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€T HEOOXOIUMYIO JIJIST OTKA30yCTOMYUBBIX
ceTeil MOTIOJHUTENbHYI0 (DYHKIIMOHAIb-
HOCTb, COCTAaBJISIIOLLIMMU KOTOPOI1 BBICTY-
MAaloT AIMUHUCTPUPOBAHUE, DUITBTPAIIHS,
MPUOPUTE3ALIUSI U yTIIpaBieHre TpahuKOM
1, HAKOHeII, CeTeBast TMarHOCTUKA 1 KOHT-
pOJIb AOCTYyTIA.

@unbrpanms Tpadrka 0OBIMHO OCHOBA-
Ha Ha TUTax TpaduKa: MMPOKOBEIIaTeb-
Hblii  (broadcast), MyJabTHUBEIIATETbHBII
(multicast) u ip. [Ipropure3anuss HeoOxo-
IMa B MYJIBTUCEPBUCHBIX CETSIX C OHO-
BpeMEHHOH Tiepeaveii 3ByKa, BUAEO 1 JaH-
Hbeix. K mpumepy, 3ByK TpeOyeT BBICOKOTO
MPUOPUTETA, MHAYE Pa3TOBOP OyIeT Tpe-
PBIBATHCS, WU OTIPEIeIEHHbIE JaHHbBIE MO-
T'yT UMETh BBICOKUIA TIPUOPUTET IS 0Oec-
TIeYeHUs YCIIOBUI peaTbHOTO BPEMEHH.

CereBast TMaTHOCTHMKA KpaifHe aKTyalb-
Ha JIJIST COBPEMEHHBIX TTPOMBIIIUIEHHBIX Ce-
Tell, TAKMX KaK CEeTU JIEKTPUIECKUX MO~
cranmmii. CpencTsa ceTeBoil AMarHOCTUKY
MOTYT OBITh UCITOJIH30BAHBI [IJIST BKITIOYE-
HUST TPEBOTW TIPU U3MEHEHUW TIPOITYCK-
HOU crocobHocTn kaHanoB. Eciu yacTth
MMaKeTOB MaHHBIX Havaja MpormaaaTh, 3TO
MOXET 03HaYaTh YaCTUIHOE MTOBPEXICHUE
KabeJst CBSI3U, KOTOPOE CKOPO MOXKET TI0-
BJIeYb OOPBIB. YXyIIIEHWE CBSI3U YacTO
TIPOUCXOINT U3-3a U3HOCA Y TTIOBPEXKICHUS
KabeJsi, B YaCTHOCTH, KpPbICAMU WM BJIa-
roii. IloaToMy MOHUTOpPUHT Tpaduka
MOXHO CUWTATh MPEBEHTUBHOU MepOii,
HaIpaBJIeHHOI Ha MTPeNOTBPaIIeHUe TTPO-
0JieM CO CBSI3bIO.

CoBpeMeHHbBIe TPOMBITIJIEHHBIE YTIPaB-
JisseMble KOMMYTaTOPBI, HAl[pUMep, KOM-
mytarop Ethernet cepun RSP xomnanum
Hirschmann ast BBICOKOHaIEKHBIX ceTel
MDBK 61850 ¢ hyHKIMSIMHM 3AIMUTEI OT He-

Lumineq -
HOBOE MMS NpousBoaUTeENs
3JIEKTPOIIOMUHECLLEHTHbIX

aucnnees

®uHckass komIa-

EQ

*
Hus Beneq o0bsB1UIa POWEREDBY *, ' BENEQ

0 MPUOOPETEHUY MTOIPA3AEIECHUS IO POU3BO/I-
CTBY U TOPTOBJI€ 3JIEKTPOJIIOMUHECIIEHTHBIMU
nucriessMu  y kommanuu  Planar  Systems
(CILA), nuaepa B IMCIUICHHBIX TEXHOJIOTHSIX
IUTST JTIOKAJIBHBIX ITUGMPOBBIX BUAEOCETEl, UC-
TMOJb3YEMBIX JJISI JEMOHCTpPAUMU MYJbTUME-
NUIHON peKJIaMbl U MHOOPMALIMOHHBIX CO-
obuieHunii. HaumeHoBaHre HOBOTO mozapas/e-
JIeHUsI KoMmaHuu — Lumineq. Dto ums mis Be-
neq CBSI3aHO C BBIITYCKOM M3[IEIUiA MO0 TOHKO-
TUIEHOYHOM 3JIEKTPOJIIOMUHECLIEHTHOU TEXHO-
sorum (TFEL, Thin Film Electroluminescence)

W IMPOMBIIIJIEHHBIM ITPOMU3BOACTBOM ITPOOAYK-

CaHKIIMOHUPOBAHHOTO OCTYTIA, MHpPO-
BaHWEM, ITapaJUIETbHBIM 1 KOJIBIIEBBIM pe-
3epBUPOBAHNEM, CETEBOI AMATHOCTUKOM
(puc. 3), TaKKe MPeaoCTaBIIIOT QYHKIUT
3aIIUTH OT HECAHKIITMOHUPOBAHHOTO J0-
cryna. Hencmonb3yeMble TTOPTHI MOXKHO
OTKJTIOUATh TTPOTPAMMHBIM ITyTEM U JAaxKe
HaCTPOUTH TPEBOTY Ha cpabaThIBaHUE TIPU
TOTIBITKE TOAKITIOUNThCS K HUM. [lon-
KJTIOUEHUST Xe K UCIOIb3YyeMbIM ITOPTaM
MOXHO OTPAaHUYUTH CITMCKOM Pa3periéH-
HbIX IP- 1 MAC-anpecoB, TOMTOJTHUTEIb-
HO HACTPOWB TPEBOTY Ha cpabaThIBaHUE
MPY TIOSIBJIEHUU B CETU HETPOTIMCAHHOTO
azipeca.

HWrak, ynpapisieMble KOMMYTaTOPHI TTO-
MOTaIOT TIOBLICUTH O€30MMacHOCTh CEeTH
nipennpustsi. OMHAKO, €CIIU CETh yKe TI0-
CTpO€Ha Ha CeTeBOM 00OpynoBaHUM 0e3
yHKIIMIT OrpaHWYEeHUS TOCTYTIA, 3aMeHa
BCEX aKTUBHBIX YCTPOUCTB OyIeT 9KOHO-
MUYeCKU HEBBITOIHA. BbIxomoM B maHHOi
CUTYAIINH SIBJISIETCS] CETMEHTUPOBAHUE Ce-
TU C TIOMOIIIBIO MEKCETEBBIX IKPAHOB, KO-
TOPOE K TOMY K€ CITYXKUT JTOTIOTHUTETHHOM
Mepoil 3alIWTBl TPU WCIOIH30BAHUYN
YIIPaBISIEMBIX KOMMYTaTOPOB.

MexceTeBoil KpaH YCTaHABIMBAETCS
MeXIy BHYTPEHHEU CeThIO TIOACTAHIINY 1
BHeITHei ceThio Internet. YcrpoiicTBo cka-
HUPYET BECh MPOXOISIINN CeTeBOI Tpa-
buk, mpegoTBpaIaeT HeaBTOPU30BaAHHBII
TOCTYTI K CETH, TIOMOTaeT aHATN3UPOBAThH
MPOU3BOIUTETHHOCTE ceT. OCHOBHAS €T0
1IeJTh — TIPeJOTBpAllleHe HeaBTOPU3NPO-
BaHHOTO TTOAKITIOYEHUS K BHYTPEHHEH ce-
TN n3BHE. TakKe ¢ MOMOIIBIO YCTAaHOBJIEH-
HBIX TIPABUJT MOKHO KOHTPOJIMPOBAThH BECh
MOTOK NAHHBIX MEXIY TOACEeTIMU (CM.
Bpe3Ky «Kak 3aiuTuTh TpOMBITIUIEHHYIO

UKW C TIpUMe-
HEHUEM TEXHO-
JIOTUU TIOCJIOW-
HOTO aTOMHOTO
OCaxXIeHUS
(ALD, atomic layer deposition). Yka-
3aHHAsT TPOMYKIIHS TOTIOJTHUT HOMEH-
KJIaTypy u3eauii KomnaHuu Beneq, moayaus-
LIei KPYIMHEHIMe B MUPE MPOU3BOJACTBEHHBIC
MOIIIHOCTH IO BBIMYCKY MPOAYKIIMU Ha Oa3e
TexHosioruu ALD.

Kommanus Beneq, Koropasi 3aHuUMajach
IIPOU3BOACTBOM 000OPYIOBaHMS HA 6a3e TOHKO-
MJIEHOYHOM TEXHOJIOTUH, TETIepb OyIeT Ipeiia-
raTh YCJIYTH IO HAHECEHUIO TTOKPBITUIA U U3T0-
TOBJICHUIO U3ICIININ IO TEXHUYECKUM YCIIOBUSIM
3aka34nKoB. OHa B3si1a Ha ce0s1 00s13aTeIbCTBA
I10 IOJITOBPEMEHHOMY Pa3BUTHUIO JTMHENKY TIPO-
nykinuu Lumineq ¥ CTaBUT CBOEW LIETbIO BbI-

Puc. 2. HeynpaBnaembiit kommyTatop Ethernet
EtherWAN EX47000 ana asTomatusaymu
noACTaHLuii B COOTBETCTBUM CO CTaHAAPTOM
M3K 61850

Puc. 3. Kommyrarop Ethernet cepumn RSP
KomnaHuu Hirschmann

CEeTb MOACTAHLIMU C TOMOIIbIO MEXCETEBO-
ro skpaHa EAGLE Tofino»).

Eweé omun ¢axrop, MOBBILAOIINIA
0€30IMacHOCTb CETU — TMPUMEHEeHNE TeX-
Hosorun VPN (Virtual Private Network).
VPN — aT0 BUpTyanbHas ceTh U3 3aiud-

TIyCK M3IEJWH TS HOBBIX 00JIaCTel IIpUMeHe-
HUsI, KOTOPBIE SIBJISIIOTCSI KOMMEPUYECKH BBITOMI-
HBIMH.

Beneq rapaHTUpYyeT CyIIECTBYIOIIUM 3aKa3-
ynkaM Lumineq nmpeemMcTBEeHHOCTb, CTaOWIb-
HOCTb ¥ (PMHAHCOBYIO MOMIEPKKY, HEOOXOIU-
MBIe JIJTs1 00eCTIeueHIsI HeTIPEPhIBHBIX ITOCTABOK
TPOAYKIINU U YCITYT.

B HacTosiiee Bpemsi 21eKTPOTIOMUHECIIEHT-
Hble TUCIUIeH, TpeaaraemMble TOA TOPTOBOI
Mapkoi Lumineq, MOXHO 3aKa3atb y obulin-
anbHOTO AucTpuObioTopa Lumineq — Komma-
uuu [TIPOCODT. @
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OB3OP/I'IPOMbILLIJ'IEHHbIE CETH

POBaHHBIX COCOIMHEHWU (TOHHEJE)
MeXy CepBepOM U KOHEUHBIMU YCTPOU -
CTBaMU, HaXOISIIUMUCS B (GU3NIECKOM
cetu. Hanpumep, HOyTOYK, MOAKIIIOUEH -
HbIN K UHTepHEeT, — 3TO KJIMEHT, a cepBe-
pOM sIBJIsSIETCS poyTep (110 COBMECTUTENb-
CTBY MEXCETEeBOW dKpaH), YCTAHOBJICH-
HBII B ceTu noacTaHunu. Eciau HOoyTOyK
€CTh B  CIIMCKE aBTOPU30BAaHHBIX
YCTPOICTB Ha cepBepe, TO CepBep ycTa-
HaBnuBaeT 3auinéHHoe VPN-coennHe-
HUE C HUM U TIPUCBanBaeT eMy BUPTYaJlb-
Hoiii [P-aapec, kak ecim Obl TOT Haxo-
IUJIcsT BO BHYTPEHHEW CeTu cepBepa.
CrnenyeT moMHUTH, 4To VPN — 310 3a-
LIUTA JUTSI COEANHEHMST, HO HUKAK He JJIst
caMUX KJIMEHTOB U cepBepa.

SAKNIOYEHME

CI/ITyalII/IH, Koraoa OOJIBILIMHCTBO npen-
MPUSATUN SHEPTETUYECKOM OTPACIIN HE CO-
OTBETCTBYIOT CTaHIapTaM Kubepobesomnac-
HOCTHU U, KaK CJIICACTBUE, YA3BUMBI IIEPEL

KubepaTakaMu, TOJIKHA OBITh U3BMEHEHA B
omukaitiee Bpems. Heooxonumbie Mepbl
IIJIST 9TOTO BIIOJTHE OYEBUIHBI, TPeOyeTCs
JIVIITb BPeMST Ha MX OCyIlecTBIeHne. Mo-
TIEPHU3AINS CYIIECTBYIOIINX CUCTEM C TT0-
MOIIIBIO CPEACTB KNOepOe30macHOCTA MO-
KeT UMETh MOJABOMHBIE KAMHU, HO JaXe
HEeCMOTpSI Ha 3TO OHAa HYXXHa ceilyac Kak
TePBBIi IIaT K 3aUIIEHHBIM MHTEIIeK-
TyaJTbHBIM JJIEKTPUIECKUM CeTsM. A B
TTOJITOCPOYHO TIePCIIEeKTUBE HOBBIE CU-
CTeMBbI JOJDKHBI TIPOEKTUPOBATHCS C yKe
WHTETPUPOBAHHBIMU CPENCTBAMU KUOEp-
06e30IMacHOCT, MAaKCUMaJbHO BO3MOX-
HBII YPOBEHBb KOTOPOU OYIET SIBISITHCS OfI-
HUM U3 KJIIOUEBbIX TapaMeTpoB. @
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KAK 3ALUTUTb MPOMBbILLUJIEHHYO CETb MOACTAHLIMN C MOMOLLbIO MEXCETEBOIO 3KPAHA EAGLE TOFINO

YerpoiictBo EAGLE 20 Tofino siBisieTcst
CUMOMO30M  amMmapaTHOW TUTaT(HOPMBI
komitanuu Hirschmann (BXoguT B KOpIo-
pamuio Belden) 1 mporpaMMHOM «HAYMH-
KM» OT BKCIlepTa B o0sactu Kubepbe3o-
macHoCcTH — KommaHuu Byres Security Inc.
JlaHHO€ CpEeNCcTBO OTBEYaeT MPUHSITHIM
cranmaptam kubepoesomacHoctu FERC/
NERC CIP, ANSI/ISA-99, IEC 62443 u
TpeOyeT MUHUMAJIBHOTO BMEIIATeIbCTBA B
CBOIO padoTYy.

YCTpoiiCTBO BBHITTOIHEHO B KOMITAKTHOM
Kopnyce ¢ kperieHueM Ha DIN-peliky
(puc. 4) u umeet 2 mopta Fast Ethernet (3a-
muiméHHbI 1 BHemHui). EAGLE 20 To-
fino momIepXXuBaeT PeXKUMBbI CTAITMOHAP-
HOTO MeXceTeBoro s3kpaHa, VPN-cepse-
pa/KIMeHTa, CeTeBOro dKpaHa IIsl IPOTO-
kxosia Modbus. [locie BKITIoUeHUsI B CETh
Ethernet ycTpoiicTBO HEe OCTaHABIMBAET
TpaduK, a B POHOBOM pEeXKUME CKAHUPYET
BCE YCTPOICTBA B 3aIIUIIIEHHOM CETMEHTE
u dopmupyer HabOp TMpaBuJl sl odec-
TevYeHust ceTeBoit 6e3omnacHocTu. [1omp30-

T

Edsie 20

Puc. 4. MexcerteBoii akpaH Hirschmann EAGLE
20 Tofino

BaTeJIb MOXET MEHSITh U 100aBIATH Tpa-

BIJIA ¥ CBOEBPEMEHHO pearnpoBaTh Ha He-

CAaHKIIMOHWPOBAHHBIE TTOMKIIOUSHUST WU

3aTMpelI€HHbIe JeCTBUS, MTOIydast mpe-

YIIPEXIeHUs OT YCTPOUCTBA.

Crenyrole HECKOJIBKO IIIaroB KPaTko
OTIMCBIBAIOT MPOIIECC TIOCTPOSHUSI CUCTe-
MbI 6e3omacHocTH ¢ moMotnbio EAGLE 20
Tofino.

1. Onpenenenne MecTa pa3MenieHUsS MeXK-
cetreBoro 3kpana. Kaxmyio moncers,
00CITYXMBAIOIIYIO0 BaXHBI YJIaCTOK
TIPEATIPUSITHS, BBIICISIOT B «30HY 0€3-
OITACHOCTW», OTHENsASI OT OCHOBHON
CeTH MexceTeBbIM 2KpaHaM. [Tompob-
HbIe peKOMEHIALINY JaHbI B CTAaHAApTe
ANSI/ISA-99.

2. OnpenesieHe THNA BO3MOMKHBIX KHOep-
yrpo3. EAGLE 20 Tofino mo3Bouisiet 3a-
rpyXatb IpOrpaMMHOE oOecTieueHre B
BUJIE MOJYJIEH, BBITTOIHSIIOIIVX P3N~
uele pynkuuun. Hampumep, ecnu He-
00XOIMMO KOHTPOJMPOBATHh BCE IMOM-
KITIovalonmecs K cetu Qusndeckue
YCTPOICTBA, TO CYIIECTBYET MOIYIb Se-
cure Asset Management. Eciu HyxXeH
(yHKIIMOHAT KJIACCUYECKOTO CTaIo-
HapHOTO MeXCceTeBOro skpaHa (firewall)
C KOHTPOJIEM BCEX COEIMHEHUI Corac-
HO CITMCKY YCTAHOBJIEHHBIX MTPABUII, TO
npemtaraetcss momyib Stateful Firewall
Module. [1pu UCIIOIB30BaHUY TTOITYJISIP-
HOTO MpoToKoja Modbus MOXKHO ITocTa-
BuTh Momynb Deep Packet Inspection,
OCYIIECTBJISIIONIMIA TIyOOKUI aHaIu3
KOMaH/I-3aIIPOCOB 1 OTBETOB, (DYHKIINO-
HaJTbHBIX KOJIOB, UCITOJIb3yeMbIX PETUCT-

poB. Hakonerr, mpu HEOOXOIMMOCTH HC-
noJib3oBaTh VPN MOXHO 10TPY3UTh MO-
nynb VPN-cepBepa/KimeHTa.

3. BeiOop cepBepa WM CTaHIMH ONEPATOPA
Ui yCTaHOBKM agvunnctparusHoro I10.
JI1sT IeHTPaTu30BaHHOTO YIIPABIEHMUS
TPYIION MexXceTeBbIX 3KkpaHoB EAG-
LE 20 Tofino cymiecTByeT mporpamm-
HeIii makeT Tofino Central Management
Platform.

4. Hacrpoiika u 3amycK cucTeMsl Oe3omac-
Hoctu. Eciiu ceTpb Oosblliasi U COAEPKUT
HECKOJIbKO CETMEHTOB, pa3lIeIeHHbBIX
MeXCETeBBIMU KPaHAMU, TO TIOCTETIEH-
HBI 3aMyCK X HACTPOUKA YCTPOUCTB —
MPOLIECC HEYTOOHBbIN 1 MOPOXAAIOIIUIA
JIVIITHIOO YSI3BUMOCTh CUCTEMEI Ha Bpe-
MsI CBOETO TPOBENEHUS. YTIOMSHYTOE
I10 Tofino Central Management Plat-
form mMo3BoJISIET MPOBOMUTH HE TOIHKO
TPYIINOBYKD  HACTPOWKY  YCTPOUCTB
EAGLE 20 Tofino, HO 1 KOHTPOJIMPO-
BaTh COCTOSIHUE CETU B PeaTbHOM Bpe-
meHu. Hactpoiika mpaBwui mist Mexce-
TEBOTO DKpaHa He TpeOyeT MPephIBAHMS
TpadrKa 1 MOXET OCYIIECTBISATHCS Ha
JIETY B CTIELIMAJIbHOM TECTOBOM PEXIME.
J11s1 ymoOGCTBa MOJTh30BaTENIe B YCTPO-
CTBO yXe 3a0keHo 6ostee 50 mpemonpe-
NEJIEHHBIX MTPOMBINIJIEHHBIX MPOTOKO-
JIOB U Oojiee 25 maba0HOB mpaBui. B
LIEJISIX 3aIUTHI OT YIIOMUHABIIIETOCST pa-
Hee BupycHoro [10 Styxnet mist Mmexce-
teBoro skpaHa EAGLE 20 Tofino pa3pa-
0OTaHBl KOHKPETHBbIE WHCTPYKIINH,

onyo0aMKOBaHHbIE B O(GULMATBHOM

orouteteHe Belden [5]. m
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